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Abstract

Smart cities are envisioned to include million of sensors and devices tied to-
gether through the Internet. The sensors generate huge amount of data that can
be potentially used to develop several applications. Connected vehicles can be
considered as a significant realm of the smart city. Furthermore, among con-
nected vehicles, Plug-in Electric Vehicles (PEVs) are becoming an integral com-
ponent of smart city. Plug-in Electric Vehicles (PEVs) can play a major role in
reducing carbon footprints in transportation sector. However, with the growing
increase in the usage of PEVs, their charging infrastructure need to be compre-

hensively developed.

This thesis develops optimization strategies for parked and en route PEV charg-
ing. First, the thesis develops a charging strategy for parked vehicles. For
parked vehicle charging, electricity demand must have less variation at dif-
ferent times in a day. This helps in avoiding any detrimental effect on power
electronic equipment, reduces electricity cost, and simplifies the electric en-
ergy demand prediction from the smart grid. This thesis delineates an intelli-
gent aggregator architecture to automate parked Plug-in Electric Vehicle (PEV)

charging in large parking places to reduce dynamic load variation. The thesis



11

presents a set of novel rectangles placement-based algorithms to schedule the
PEV charging based on their arrival, departure time at parking place, and their

charging requirement.

En route PEVs have different requirements as compared to parked PEVs. To fa-
cilitate en route PEV charging, this research investigates an integrated COP ar-
chitecture. The COP constitutes a Communication unit that provides network
management solution for PEV charging, an Optimization unit for allocating
charging station to PEVs, and a Prediction unit to determine traffic flow infor-
mation in advance. The thesis shows how three units can interact with each

other to provide efficient charging infrastructure to PEVs.

A related problem regarding application service development in smart city is
the anomaly detection. The detection of any variation in environmental pa-
rameters (anomalies/outliers) is important problem for efficient functioning of
automated application services. However, the false anomalies by malicious ma-
nipulation of sensor data may have adverse effect on such services. Thus, for
connected communities, this research explores these two interrelated problems:
1) detection of anomalies and 2) classification between real anomalies from ma-

nipulated anomalies.

For solving anomaly detection problem, this thesis presents a scalable anomaly
detector that uses Hierarchical clustering in conjunction with Long Short-Term
Memory (LSTM) neural network. Hierarchical clustering provides scalability to
the anomaly detector by finding correlated sensors. The LSTM neural network
is coupled with the robust statistics, M-estimator, to accurately detect outliers

in time-series data.
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The thesis proceeds to discuss the distinction between anomalies occurring
due to external environmental variations or intentional manipulation/faults in
sensors. Towards this direction, our research has focused on using the idea
that heterogeneous sensors may not directly affect a certain measured quantity.
However, if measured values from individual sensors are combined then that
may have correlation with a certain value. Specifically, this research uses air
quality, wind-speed, and temperature to predict vehicular traffic. Based on the
predicted quantity, we have employed rule-based statistical approach to detect

malicious anomalies.
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Chapter 1

Introduction

The concept of smart cities is evolving to the new idea of Smart and Con-
nected Communities (SCC) that incorporate smart homes, smart transporta-
tion systems, smart grids, health-care services, smart learning, all tied together
through the Internet connection. The integration assists in various forms like
crowd management in cities, reducing greenhouse gases, promoting new busi-
ness models, making government agencies responsive and efficient, improving
livability and quality of life. For instance, in a connected community, the appli-
ances in smart homes can take the information from user’s travel patterns and
switch on (or off) the appliances like HVAC system [1]. The smart grid uses
traffic information in the city and helps in demand-side management (DSM) of
electric supply. Smart transportation assists local authorities in traffic manage-
ment and helps people adopt safe driving practices in cities. Farmers can be
provided information about weather, crop conditions, and market price which
may help them decide the best time to harvest their crops and best place to sell
them for maximum profit. The SCC foster sustainability and quality of life, en-

hances security and safety of people and environment, and promote a better



quality of life [2]. It also boosts profit for businesses, aids in reducing losses,

and advocates better health-care and emergency services.

The smart cities has been enabled due to the presence of a millions of sensors
and devices. These sensors seamlessly measure environmental parameters and
transfers them to servers like edge or cloud. The efficient information transfer
is made possible due to the Internet connectivity and the technologies like 5G
communication and Software-defined Networks (SDN). Using the data gen-
erated from the sensors, several automated applications and services can be
developed for the users. Often, the application development requires an op-
timization method that performs allocation or scheduling tasks. For example,
in ride-sharing services, data obtained from users, vehicles, and traffic sensors
is used to schedule then pick up, drop off times and vehicle route. Similarly,
several other application services can be developed to assist users in their day

to day activities.

Smart and connected vehicles are one of the significant realm of smart city. In
the connected vehicle scenario, the sensors dispersed throughout the city mea-
sure the environmental parameters and the data is transferred to the centralized
infrastructure. Smart transportation is one of the principle component of smart
city that not only eases driver’s experience but also ensures safety and sus-
tainability in cities. Connected vehicles include Vehicle-to-Vehicle (V2V) and
Vehicle-to-Infrastructure(V2I) enabling plethora applications like real-time nav-
igation, improving freight efficiency, adjusting speed limit based on real world
conditions, optimize fuel consumption and many more. In connected vehicles,
use of Plug-in Electric Vehicles (PEVs) is growing at a very rapid rate. PEVs

require their charging infrastructure and development of applications to assist



in scheduling their PEV charging. Anomaly detection is an another problem
related to application development in smart city. Anomaly is any deviation in
measured data from sensors. This deviation can occur due to variation in envi-
ronmental factors. The optimization algorithms making decision for a certain
application rely on these anomalies to take proactive action. This helps in better
and efficient service provisioning of the applications. However, both the PEV
charging and anomaly detection poses certain challenges in the context of smart

city that are described below.

1.1 Plug-in Electric Vehicle (PEV) charging

en route PEV charging is one of the application that requires attention due to the
popularity of electric vehicles as a transportation choice. PEVs provide green
and cost-effective transportation services and have the ability to mitigate the
effect of greenhouse gas emissions. Additionally, PEVs are also useful as the
vehicles have smooth acceleration and make less noise [3]. However, in con-
trast to the traditional vehicles, PEV adoption also poses several challenges as

mentioned below.

1.1.1 Electricity demand curve

The PEV adoption also influences the electricity demand curve due to the power
required for their charging. The large-scale penetration of PEVs will add up the
electricity demand putting pressure on the power grid. The electricity demand

pattern will also change as more PEVs will come into use. The PEV is mainly



charged when it is parked at a parking place. Imagine a scenario, where all the
office workers will plug-in their electric vehicle after returning to their home.
This will suddenly raise the electricity demand in the evening. Moreover, the
large and unpredictable nature of PEV charging requirement also leads to sud-
den fluctuations in the load curve. This may adversely impact the power elec-
tronics instruments like transformers or voltage controllers [4], [5] [6]. The sud-
den fluctuations also affect the devices connected to the same transmission line.
Therefore, the PEV charging needs to be coordinated in such a way that it re-

duces peak power requirement.

Furthermore, the power requirement curve should be smooth to avoid the de-
vices and instruments to be affected badly. Coordination of parked PEV charg-
ing can assist in improving load profile by distributing PEV charging of parked
vehicles. The availability of different level of charging such as AC Level 1, AC
Level 2 and AC Level 3 or DC charging can be leveraged to smoothen load pro-
file [7]. For example, during peak load, the PEVs can be charged slowly using

the low level of charging and fast charging when the load is low.

1.1.2 Charging time requirement

The PEV charging, in contrast to traditional gasoline refilling, requires consid-
erable time to charge. A large charging time hinders user from the adoption of
vehicles that entirely rely on electricity as the source of energy. Therefore, the
adoption of PEVs requires the large-scale development of charging stations in
the smart city. The charging stations also need to be installed depending upon

the expected traffic at different locations of the city, its proximity to different



grids to avoid power losses and even user demand. The problem of PEV charg-
ing time is crucial mostly for the en route PEVs. Apart from installing charging
stations, the coordination of en route PEV charging can significantly reduce
their charging time. For example, if a large number of PEVs approaches few
congested charging stations, then their charging time may be substantial. On
the other hand, some charging stations may not be efficiently utilized concern-
ing their capacity. Therefore, dispersing en route PEVs among a large number
of charging stations have a potential to reduce the charging time with given
charging demand and capacity. The problem of distributing charging stations
to en route PEVs is also related to the traffic prediction problem. For instance,
if the future traffic congestion near the location of the different charging station
is known in advance, then it may assist in allocating charging stations to the
PEVs. Thus, the accurate determination of traffic counts at different locations is

a closely related problem that also needs to be addressed.

1.2 Anomaly detection

The automated services in smart city necessitate very fine-grained anomaly de-
tection for quality service provisioning. Anomaly detection helps in better de-
cision making by applications. For example, application services like vehicle
routing, ride-sharing services, PEV charging can use the anomalies in the data
and make decisions based on the abnormal values. For example, depending
upon traffic congestion, that is an anomaly, a vehicle can be re-routed to a dif-

ferent path. However, in smart city, due to growing number of sensors, the



anomaly detection problems are difficult because of different reasons as de-

scribed below.

1.2.1 Scalability issue
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Figure 1.1: Vehicular traffic variation

The volume and variability of data require a scalable and fine-grained solution
to handle the anomaly detection problem. However, the anomaly detection
for IoT require scalable solution independent of sensor values. To explain this,
consider the vehicular traffic data obtained at 4 different locations in California
I-680 freeway for the month of October 2017 and plotted in Figure 1.1. The data

is measured in granularity of 5 minutes. As depicted in figure, the statistical



properties, that have often been used for anomaly detection, cannot be easily
modeled and employed for all locations due to their variation. The presence of
large number of distributed sensors makes the problem of anomaly detection
difficult as a separate model need to be developed per sensor. To solve the
problem, the development of an scalable and robust anomaly detection model

is critical.

1.2.2 Distinguishing true anomaly with injected anomaly

Another problem with the anomaly detection in the smart city is the injection
of malicious anomalies. The maliciously injected anomaly can affect the per-
formance of the automated applications. Optimization algorithm that relies on
the data from sensors will detect a certain point as anomalous, while in actual
the anomaly has not occurred. Thus, the optimization algorithm will make in-
efficient decisions because of the malicious anomalies in the data. The attacker

can come up with a varied range of strategies to evade anomaly detection.

The opportunistic attacker can come with other strategies like targeting sen-
sors providing correlated information. Since the statistical properties are often
used for anomaly detection, the attack strategy may be such that the statistical
properties are preserved. The attacker may optimize added noise data using
the adversarial technique such that the error in the corresponding application
performance is maximized. Such type of attacks are hard to detect even with
the well-known methods [8], [9]. Thus, differentiating between real and mali-
ciously generated anomalies is an important problem in smart cities that need

to be researched out.



1.3 Thesis organization

The rest of this report is organized as follows.

o Chapter 2 describes a background study on connected vehicles, PEV charg-

ing, and anomaly detection methods.

e Chapter 3 describes the optimization algorithms for parked PEV charg-
ing. This chapter discusses a smart aggregator architecture that takes data

from different vehicles and based on that makes optimization decision.

e Chapter 4 describes the optimization method for the en route PEV charg-
ing. In this chapter, it is shown that how predictive analytics can assist in

making efficient charging decision for en route PEV charging.

e Chapter 5 presents an scalable anomaly detector for the smart city sce-
nario. The chapter discusses the use of hierarchical clustering to impart

scalability and machine learning for accurate anomaly detection.

e Chapter 6 discusses the effect of malicious anomalies in the performance
of the traffic prediction application. The chapter describes how the pre-

diction error varies as anomaly strength and percentage varies.

e Chapter 7 portrays the method to detect maliciously anomalies. The chap-
ter describes machine learning methods that predict vehicular traffic and

based on the predicted values malicious anomalies are found.

e Chapter 8 discuses the conclusions of the given research and puts forward

the future research ideas.



Chapter 2

Background studies

The smart and connected vehicles are one of the significant components in a
smart city. Business Insider (BI) estimates that the 94 million connected cars
to be shipped in by 2021 [10]. Thus, an estimated annual growth of connected
vehicles is around 35% from 21 million connected cars in 2016. With the recent
advancement in Plugged-in Electric Vehicle (PEV), the smart and green trans-
port is also gaining a lot of interest for researchers and businesses [11]. Several
auto companies like Tesla, Nissan and Chevrolet have started PEV production
and it is expected that others will also expand their market share of PEV pro-
duction [12].

2.1 Connected vehicles in smart city

Vehicular networks are characterized by a highly dynamic topology with the
nodes (vehicles) moving at high speeds. The vehicles also move in different
network conditions which include interstate highways with lower Internet cov-

erage, congested traffic conditions, with network becoming slower due to a
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large number of connected vehicles. Traffic in cities with tall buildings or se-

vere weather conditions may also affect network connectivity.

The connected vehicle architecture which was presumed to offer seamless con-
nectivity for vehicle to vehicle (V2V) and vehicle to infrastructure (V2I) is evolv-
ing towards the seamless connectivity between vehicle to pedestrian devices,
vehicle to charging stations and vehicle to smart grid network. Today’s con-
nected cars include either an on-board connection to the network or connection
is through a remote device like smart-phone. Also, tools like GPS are now built-
in the car itself. Applications like GasBuddy or Spotify are further enhancing the
driving experience [13]. Although the connected electric vehicles are primarily
concerned with bringing safety for drivers, there are several driving forces for

bringing Internet connection in vehicles as outlined below.

Safety: Car crashes are one of the major concerns in today’s world. A study
done by National Highway Traffic Safety Administration (NHTSA) estimates
that about 80% of car crashes can be prevented by adopting connected vehicles
[14]. Connected vehicles ameliorate safety of vehicles by the use of adaptive
cruise control and warning systems. Warnings about the speed limit, red light
crossings, and lane change can be issued to the drivers in real-time. The turn
assistance and movement near stop or yield sign can be made easier using ve-

hicular networks [15].

Emergency services: 1If a collision occurs, the emergency services like ambu-
lance and police are informed immediately. Vehicles near the place of emer-
gency are directed to divert or clear the path. This helps in avoiding congestion

near the accident site. The evacuation team or fire services can coordinate better
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to make things faster. Thus, the time for emergency services to reach accident

site can be drastically reduced in the system of connected vehicles.

Location based services: Location-based services can help both drivers and
businesses. Services like information about nearby hotels, restaurants or shop-
ping places, parking places for electric vehicle can be quickly provided to drivers.
Location-based services are also beneficial for businesses as they can advertise

to nearby drivers about the available resources and their cost.

Energy management: A vehicular network inter-connected to smart grids helps
in better energy management as the grid can predict the traffic conditions in
cities and based on that appropriate amount of energy can be generated for
electric vehicle charging. Rather than charging all the vehicles at the same time
in residential area or office parking lots, vehicles can be scheduled for charging

to improve the electric load profile.

Charging services: The route of a vehicle can be optimized thus avoiding con-
gested traffic route to save electric vehicle’s battery. Information from vehicle’s
status of charge (SOC) can be used to decide whether to charge it using AC or
DC voltage level at a parking place thus optimizing time and cost of the user.
Also, charging station allocation to en route vehicles based on their status of

charge (SOC) can reduce their charging time and minimize cost [16].

Cognitive assistance: Cognitive assistance help drivers to apply brakes or slow
down depending upon real-time information [17]. It can assist drivers in avoid-
ing any risky situation. It can also help new or student drivers by guiding them
to control vehicles based on the real-time information from nearby vehicles and

environments.
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It is expected that the future of transportation will be governed by self-driving
or autonomous cars [18]. Self-driving cars will require seamless Internet con-
nectivity for its realization. Further, cars with solar roof have the potential to
provide green and cheaper transport. Solar roofs can enable the flow of elec-
tricity from the car to the grid, thus the fleet of cars can act as an energy source

supplying electricity to the grid while they are not in use.

However, the wide-scale adoption of the connected cars and its advancement
towards self-driving cars is still evolving and presents various challenges. The
following sections discuss the communication and computational needs that

can enable scalable solutions to the connected vehicles.

2.2 PEV charging

There has been work done in literature on PEV charging which can be cat-
egorized into two main parts - 1) Development of charging infrastructure 2)

Scheduling of PEV charging.

2.21 Charging infrastructure development

Several works have investigated the development of charging infrastructure for
PEVs. In [19], Chen et. al. has investigated the location of optimal charging sta-
tions to minimize PEV users’ charging station access cost. This work has used
the parking information to find the optimal location of charging stations in a
particular region thus reducing the cost of locating a charging station. In [20],

Bayram et al. has proposed the two frameworks for charging station planning
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which ensures grid reliability and is also economical for capacity planning. The
paper has proposed to control users’ charging behavior by controlling the elec-
tricity price. The paper has also considered the minimum amount of charging
resources to facilitate suitable amount of QoS to be met. In [21], Zhang et. al.
has considered the interaction between transportation and electrical network.
Zhang et. al. has used this interaction for optimal planning of charging sta-
tions. The proposed station location also increases the driving range of a PEV.
Shahraki et al. has described a model which captures public charging profile
in [22]. The charging profile is used to optimally locate a charging station such
that the number of miles a vehicle can travel can be increased. In [23], Wang et.
al. proposed a multi-objective planning strategy for charging station planning
based on traffic flow. The proposed method reduces power loss and voltage de-
viation from the smart grid. The methodology maximizes the number of PEVs

that can be charged in a given charging infrastructure.

2.2.2 Scheduling of PEV charging

Several works have investigated optimal PEV scheduling to minimize cost or
improve grid performance. Nafi et al. [24] described a grid to vehicle load
management scheme that allocates electric power to maximize the number of
vehicles that can be served. Nafi et al. has considered charging schedules
during which the grid load is minimum. The paper has used an SDN-based
scheme that allocates charging schedules to PEVs. However, in certain sce-
narios some PEVs can be deferred for charging to further optimize grid man-

agement scheme. To consider this, Lu et al. [25] has proposed the automatic
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scheduling of deferrable and interruptible PEV/PHEYV load in smart grid such
that the grid operates within safety limits and maximum number of vehicles
can be accommodated for charging. Mentioned works by Nafi et al. [24] and
Lu et al. [25] maximizes the number of PEVs that can be served. However,
regarding PEV charging the electricity generation cost by a service provider is

also a concern which has not been addressed in above works.

To solve the problem, Chen et al. [26] has presented an energy management
scheme based on network switched charging system. The scheme uses an on-
line scheduler which controls the chargers and optimizes the profit of the ser-
vice provider. Chen et al. reduces the service provider’s cost but does not
discuss on load management. Deilami et al. [27] has presented a coordinated
PEV charging method to improve voltage profile and minimize power losses.
The framework presented in paper reduces electricity generation price by the
use of dynamic electricity pricing scheme and PEV owner’s priority to select
the time at which PEV user need charging. The work handles both the problem

of electricity load management and user’s cost.

Large scale PEV charging has been considered by Ma et al. [28] that has used
game theoretic-based decentralized approach for PEV scheduling. The approach
is useful for the scenario where centralized aggregator-based coordination among
PEVs is not possible. Mukherjee et al. [29] has proposed a scheduling policy
where rather than using a single aggregator a distributed approach is adopted
that use multiple aggregators. The method involves inter-aggregator communi-
cation to allocate charging schedule to PEVs. The method maximizes the profit
of aggregators and number of PEVs that can be charged. A fully decentral-

ized approach have been proposed by Mohammadi et al. [30] for large-scale
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PEV charging. The given method reduces PEV charging cost while still con-
sidering the limitations of the available charging infrastructure. However, the
mentioned works using decentralized approach, [28]-[30], have considered the
flexible charging schedules by PEVs and do not consider the urgent charging

requirement as of en route PEVs.

The works mentioned in literature have considered PEV charging process with
the objective of either reducing cost (charging infrastructure development cost
or users’ electricity cost) or improving electric load profile. Although these fac-
tors are important with regard to PEV charging, the time an en route PEV takes
to charge is an important concern which has not been discussed in reported
literatures. Long waiting or charging time at the charging station hinders the
large scale adoption of PEVs. In order to address this problem, we present an
integrated architecture for en route PEV charging to minimize its average wait-
ing and charging time at a charging station. The presented optimization unit
offers a novel approach for charging station allocation that considers the differ-

ent factors associated with the charging and discharging of an en route PEV.

2.3 Anomaly detection techniques

There have been several works in the literature on anomaly detection of time-
series data. This section discusses some the popular anomaly detection tech-
niques that have been frequently used by researchers. The anomaly detection
methods can be broadly divided into three major categories - 1). Principal Com-
ponent Analysis (PCA) based techniques, 2). Statistical methods, and 3). Clus-

tering /Classification based techniques. We describe below each of the method
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and their limitations in the IoT domain.

2.3.1 PCA-based anomaly detection techniques

Principal Component Analysis (PCA) is one of the well known unsupervised
anomaly detection method. Often the data-set has high dimensions, and thus
it is difficult to analyze and interpret. PCA is a dimensional reduction tool that
transforms high dimensional data-set to a small dimension but containing most
of the information of the original set. PCA procedure does so by transforming
many correlated variables into a small number of the uncorrelated variables
called principal components. It comes handy as an anomaly detection tech-
nique when data dimension is large. Following are some of the popular works
that utilized PCA transformation for anomaly detection in large dimensional

data.

Ling et al. has proposed a PCA based anomaly detection for network data
analysis in [31]. The proposed architecture has local monitors and a centralized
coordinator. The local monitor tracks the time-series data like TCP connection
request per second or volume of traffic at a particular port per second. The
global coordinator continuously monitors network-wide time-series data and
make decisions regarding its health. Since coordinator gathers data from all
monitors, it is of high volume and thus difficult to manage. To solve the prob-
lem, data rather than being continuously pushed to the coordinator, is sent only
if it is required. This reduces the continuous transfer of data from every mon-
itor to the coordinator thus reducing communication overhead. The collected

data from local monitors is arranged in the form of a matrix. The coordinator
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transforms the matrix to a lower dimension with the help of PCA to determine
the influential factors. Based on the obtained PCA components, any outlier
is detected to track the network-wide health. By using the stochastic matrix
perturbation theory, the authors further discussed the trade-off between com-
munication overhead and detection accuracy and found the upper bound on

detection accuracy.

The outlier detection for IoT sensor data has been proposed by Yu et al. in
[32]. The proposed method has a hierarchical system consisting cluster of IoT
sensors, cluster head, and cloud. The mentioned scheme groups the IoT sen-
sors by their spatial location using clustering algorithm like k-means. Every
cluster is assigned a cluster head having strong computational power. The IoT
sensors record the data and transfer it to the cluster head for processing. This
reduces the computational burden on IoT sensors which are power constrained
devices. The cluster head collects the data from corresponding IoT nodes to
find the anomaly in the cluster using recursive-PCA (R-PCA) algorithm. The
R-PCA is a modified version of PCA that iteratively updates the basis of PCA
transformation based on the changes in IoT system. Since the parameters of
PCA are continuously updated in real-time, it leads to the better data analy-
sis. The outliers are detected using a metric called Squared Prediction Error
(SPE) score which is defined as the residual values squared after the extraction
of dominant components. High SPE score in a data point, after PCA transfor-
mation, signifies the presence of the anomaly. The clean data from the cluster

head is further transmitted to the cloud for analysis and processing.

Netflix has recently proposed an outlier detection method (RAD) for their big

data applications. The outlier detector solves the generic big data problems like
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handling high cardinality data-set, minimizing false positives, seasonal vari-
ability, and is also useful when data is not normally distributed. The method
uses a modified version of PCA, Robust PCA (RPCA), an algorithm for efficient
anomaly detection in their cloud applications [33]. The RPCA recovers the prin-
cipal components of the data matrix even if a fraction of the data is corrupt [34].
The robust version of PCA iteratively finds the Singular Value Decomposition
(SVD) of the data-set. The threshold value is applied to the obtained SVD and
based on that random noise and outliers are detected. Netflix has used the
method in two of its major applications. Netflix involves a large number of
daily banking transactions. It tracks those transactions both in real-time and
batch mode and detects the failure (anomaly) in the transaction to assist the
user. Every day a large number of peoples sign in the Netflix in their browser.
Netflix determines anomaly in account sign-in process by utilizing the combi-

nation of country, language, browsers, etc. that is used in the login process.

PCA is one of the productive technique for anomaly detection and has been
widely used for different application. However, PCA based transformation is
based on several assumptions that limit its applications. For example, PCA
considers that the dominant components are linearly correlated which cannot
always be true. It also assumes that the principal components are orthogonal
to each other. PCA is further based on the assumption that the data has high
Signal to Noise Ratio (SNR) such that the components having high variance
are considered as dominant while those with low variance are noise [35]. The
mentioned assumptions cannot always hold, and thus the application of PCA

is limited only to specific data-sets.
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2.3.2 Anomaly detection based on statical characteristics

Another widely used method of anomaly detection is the statistical or distance-
based approach. In statistical based approach, historical data patterns are an-
alyzed to determine the properties like mean, mode, or median values. Often
the statistics are recorded over the time window of different granularity. Based
on the patterns, the threshold values of the data point at the different time are
set. If the observed data surpasses threshold values, it is considered as anoma-
lous. We describe some of the important methods that use statistical measures

to detect the anomaly.

The importance of finding local outliers has been described by Markus et al. in
[36]. The local outliers are the points that are not close to its neighbor. For this
purpose, the work has described a Local Outlier Factor (LOF) for every data
point. The LOF determines how much separated is an object from its neigh-
borhood points. If a point is well close to its neighbor, then its LOF value is
considered to be high. For example, if a point is deep inside a cluster, then
its LOF value is one. For every other point, the method assigns an upper and
lower bound on their LOF value. The LOF is a useful method for finding lo-
cal outliers as local factors are sometimes more meaningful and provide insight
into the data than the global factors. The LOF also avoids the use of binary fac-
tor regarding every point about whether it is an anomaly or not. It does so by
assigning an upper and lower bound to the LOF value for points that are well
separated from its neighbor. Using formal analysis, the effectiveness of the LOF

has been described in the work.

For the high dimensional data-set, the concept of distance between two points
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gets somewhat distorted. For such data-sets, the difference between farthest
and nearest with respect to a certain point converges to zero even if all the di-
mensions are relevant. The problem becomes further complex if some of the
dimensions contain irrelevant information. Therefore, anomaly detection using
Euclidean distance is unsuitable if the data dimension is large as the concept of
distance becomes vague. To avoid the problem, Kriegel et al. has proposed an
Angular-Based Outlier Detection (ABOD) method in [37]. The ABOD is based
on the concept that the angle of a query point with two other points in data-
set is lower if the query point is outside a cluster of data. However, if the three
points are inside the cluster, then the angle is large. The methodology measures
the angular distance of a query point between every possible pair of points in
the data-set. The obtained angular measurement is also weighted by dividing
it with the product of distance of query point with the other two points. Scaling
angle by the weight (product of distance) ensures that the Euclidean distance
is important, but its influence is diminished. The variance of the weighted an-
gle of query point with a pair of other points is the ABOF value. If measured
ABOF value is large, then the point is considered as an anomaly. The ABOF
based anomaly detection is found to be useful for high dimensional data-set.
However, the proposed was computationally expensive. To improve the com-
putation complexity, Pham et al. has proposed a projection based algorithm in
[38] that runs in quadric time in contrast to the method proposed by Kriegel et
al. that runs in cubic time. The algorithm can also be parallelized to further

speed up its execution time.

Data falsification by an organized adversary poses a serious threat to business
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models. Such adversaries may inject anomaly by launching different kind of at-
tacks through altering data values but preserving statistical measures. To avoid
this problem, Bhattacharjee et al. has proposed a semi-supervised anomaly
detection technique in [39]. The work presented a robust statistical measure
namely ratio of Harmonic Mean to Arithmetic Mean (HM-AM ratio) to infer the
attack. HM-AM ratio is resilient against changes in mean value. The HM-AM
ratio combined with HM and AM values finds the attack and its type efficiently.
To mitigate the effect of the attack, a resilient mixture mean and standard devia-
tion are used as an approximate consensus-based correction method. The given
method is useful not only for point anomalies but group anomalies where false
is injected in a large percentage of sensors under consideration. The method
performs efficiently in real-time for detecting the anomaly in smart meter data.
The simulation results for the diverse set of data validates the efficacy HM-AM

ratio for detecting point and orchestrated anomaly.

With the rise of IoT devices, the data transferred to the cloud is growing at
an immense scale. The time-series data has seasonal trends and often contains
anomalies due to either internal or external factor. To detect anomalies in the
cloud data, Vallies et al. has proposed a novel detector method in [40]. The au-
thors discussed two statistical techniques that automatically detect anomalies
in the cloud. The described method decomposes time-series data by filtering
seasonal components. Then it applies Extreme Studentized Deviate (ESD) on
the filtered time-series for anomaly detection. The mean and median in ESD
are found to be highly sensitive to a large number of anomalies. Therefore, this
work further describes the use of Seasonal-Hybrid-ESD (S-H-ESD) for anomaly

detection. S-H-ESD uses median and Median Absolute Deviation (MAD) to
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detect anomalies. S-H-ESD performs effectively even if 50% of data values are
perturbed. The method found to be efficient for time-series data like tweets per
second or CPU utilization per second. Although S-H-ESD can handle the large
percentage of anomalies, it is also computationally expensive as compared to

the ESD.

Statistical techniques are based on the assumption that all the data points are
generated from specific distribution and follow a particular pattern. The pre-
sumption does not always hold. Especially for high dimensional data, the sta-
tistical techniques cannot be efficiently applied due to the above assumption.
Second, there are different kinds of statistical methods and choice of specific sta-
tistical measure is difficult [41]. Therefore, relying solely on statistical method

reduces the effectiveness of anomaly detector.

2.3.3 Clustering-based anomaly detection techniques

For the case of anomaly detection often the data is of enormous volume. Due
to a large size of the data, Supervised learning, in general, cannot be efficiently
used since it requires labeled set of known data patterns and anomaly. Clus-
tering is one of the popular unsupervised technique that can be applied for
anomaly detection problem. The clustering methods collect objects with the
similar pattern in groups or classes. The points within the cluster are very close
to each other and show the similar pattern. In clustering based anomaly detec-
tor, the distance of any new point with respect to the points inside the cluster
is examined. If the point lies within the expected cluster, it is considered as

a regular point. If its distance from any of the cluster is considerable, then it
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is classified as an anomaly. Following are some of the research on clustering

based methods.

The high-dimensional IoT data may also contain noise patterns. Handling
noisy data for anomaly detection is one of the challenging task as they may
give rise to false alarm rate. To address this issue, Erfani et al. has proposed
an anomaly detector that uses a hybrid of Deep Belief Network (DBN) and
Support Vector Machine (SVM) while handling noise [42]. SVM is one of the
popular clustering method and can be easily applied for anomaly detection.
However, the problem with SVM is that as the number of dimensions increases
it becomes computationally complex. The presence of noise makes the prob-
lem further complex, and thus its use is limited to low dimensional data. To
overcome this issue, the author proposed the use of Deep Belief Neural Net-
work (DBN) as a feature extractor method. The high dimensional noisy data
is first processed using DBN to extract the features. The processed data is then
fed to the SVM for clustering which is used for anomaly detection. The pre-
sented method effectively handles noisy data obtained from different sources.
The authors also explains that the hybrid of DBN and SVM assists in replacing
the non-linear kernel function in SVM with linear one thus further reducing

computational complexity.

The use of the neural network for anomaly detection using clustering for the
cloud data has been described by Pandeeswari et al. in [43]. Pandeeswari et
al. has presented a fuzzy clustering based technique for anomaly detection in
cloud data. The given method uses a combination of Fuzzy C-Means and Artifi-

cial Neural Network (FCM-ANN) methods that improve the detection accuracy
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as compared to the techniques like Naive Bayes classifier and simple ANN al-
gorithm. The hybrid FCM-ANN method is effective even in the presence of

low-frequency outliers and performs with a low false alarm rate.

In wireless sensor network anomalies can occur either in a point form from a
single sensor, all measured values from one sensor, or from all set of sensor val-
ues. To handle the three types of anomalies, Rajesgarar et al. has described a
distributed cluster-based approach for anomaly detection in [44] that also re-
duces communication overhead. The proposed method considers the sensor
nodes to be arranged in the form of a tree structure. In the described approach,
sensors individually detect the anomaly and also collaborates with other sen-
sors to find the global anomaly. The individual sensor determines the groups
in the measured data values using hyper-spherical cluster method. Based on
the obtained clusters, it detects any local anomaly. The sensor nodes transmit
a summary of their cluster to its parent node. The parent node combines the
summary of all its child with its summary. It examines the combined summary
for any anomaly and sends one step up in the level. In this way local, as well
as global anomalies, are determined. The parent node also transfers the child
node about any detected anomaly so that detection performance in the child

get improved.

A technique to detect anomaly in spatiotemporal time-series data has been
described by Albanese et al. in [45]. The author uses rough set and kernel
set to develop an efficient anomaly detection method. The method describes
Rough Outlier Set Extraction (ROSE) algorithm. The process defines an out-
lier in rough set based on upper and lower bound approximation. The objects

in the set can neither be ruled out of its presence inside or outside of the set.
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The author also discusses the idea of Kernel set. The Kernel set is the subset
of original data-set and describes the data in terms of its structure. The work
introduces two versions of ROSE. One uses the original data set and another
kernel set. The analysis shows that the kernel set reduces the computation time

of the algorithm.

Although clustering is one of the popular technique of anomaly detection, it
cannot handle all kinds of anomaly and is not a comprehensive method. Any
new data point that has not seen before, but is valid, can be classified as an
anomaly [46] if it does not fall under any existing cluster. Therefore, if new
valid patterns are frequent in time-series data, then clustering may provide lots

of false alarm rate.
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Chapter 3

Parked Plug-in Electric Vehicle
(PEV) charging

The emission of greenhouse gases and rising petroleum prices have led to the
adoption of renewable sources of energy. The introduction of Plug-in Electric
Vehicle (PEV) which use electricity as the source of energy has the potential to
electrify transport sector thus alleviating the dependency on fossil fuels. Beside
environmental concerns, the energy required for PEV charging is cheaper as
compared to gasoline-based fuel refilling. PEVs also have better performance

with smooth acceleration and make less noise [3].

Although PEVs have several benefits, their wide-scale adoption is challeng-
ing since an extensive charging infrastructure need to be developed for their
realization. With the anticipated growth of PEVs as a popular transportation
choice, their confluence with smart grid and Electric Vehicle Supply Equipment
(EVSE) is of utmost importance [16]. The large-scale penetration of PEVs will
add up the electricity demand putting pressure on the power grid. Addition-

ally, the extensive energy required for PEV charging, unpredictable nature of
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PEV load, and their disparate charging requirement reshape the electricity de-
mand curve of the consumer. Therefore, PEV charging need to be synergized

such that it does not affect the electricity demand profile severely.

An uncoordinated PEV charging may cause sudden load change since many
PEVs may be plugged in for charging within a small time interval. A sudden
load change leads to voltage fluctuation which may affect the performance of
appliances tied to the same transmission system [6]. An abrupt load variation
also results in the early aging of power electronic instruments like transformers.
Furthermore, it induces power loss and harmonic distortions [4], [5]. Beside un-
expected load change, an uncoordinated PEV charging spurs electric load vari-
ation at the different time in a day, thus resulting in peak electricity demand
differ to a considerable extent than the average electricity demand. The load
variation decreases the value of the load factor, which is the ratio of average
power demand to peak power demand. Contrarily, consumers with less dif-
ference between peak demand and average demand, one with high load factor,
are charged less as compared to the consumers with low load factor [47]. Ad-
ditionally, the electricity generation and management depend upon short-term
or day ahead energy demand [48], [49]. An electric load profile with less varia-
tions eases the problem of the load forecasting such that the load prediction is

better thus assisting in better supply side management.

Since reducing load variation is a key aspect for coordinate PEV charging, we
investigate feasibility and mechanism of a centralized aggregator to schedule
PEVs for charging. The proposed aggregator model makes charging decision

on behalf of PEVs to reduce power variation and improve load factor.
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3.1 System model

Figure 3.1 presents the proposed system model. The model consist of Plug-in
Electric Vehicles (PEVs), Electric Vehicle Supply Equipments (EVSEs), and an
aggregator. EVSE is used for providing electricity for PEV charging. The aggre-
gator is a centralized controller which collects data from PEVs and EVSEs and
schedule PEVs for charging based on their arrival time, departure time, and
charging requirements. We consider the scheduling problem for large park-
ing places where electric load due to PEV charging is large. For example, in a
university campus or office building number of vehicles are of the order of 100
during working hours. Such large number of vehicles make sizable electic load.
We examine the PEV scheduling problem for the scenario where arrival and de-
parture time of PEVs at the parking place is known in advance. For example,
in offices arrival or departure time of vehicles mainly depends upon working
hours. Similarly, in the university campus, the arrival and departure depends

upon class schedule.

We consider the futuristic scenario where every parking slot in the parking
place has an EVSE for PEV charging. EVSE consists a connector which can
be plugged into the PEV inlet for charging. The EVSE for the proposed model
is considered to supply 120-volt Alternating current (AC) level 1, 220-volt AC
level 2, and less known 220-volt AC level 3 voltage for charging. The different
voltage level charge PEV with different rate [7]. A higher voltage level charge
PEV in less time drawing more power from EVSE. The availability of variable
voltage level charging is leveraged to flatten load profile by charging at the

higher level when fewer vehicles are present and charging at the lower level
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Figure 3.1: System model for parked PEV charging

when many PEVs need to be charged. The investigation of Combined Charg-
ing Systems (CCS) has enabled the same connector to be used for AC level 1
or level 2 charging [50], [51]. This eases the charging process when different
level of charging is supplied by the same EVSE as connector need not be re-
placed based on the voltage supplied by EVSE. The user only has to plug in
CCS connector to the PEV inlet, and the process of charging level selection can
be automated. To monitor the charging status of the vehicle, EVSE establishes

a communication link with PEV. The dedicated wire in CCS connector is used
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for sharing information between PEV and EVSE [50]. AC voltage controller in-
stalled in EVSEs convert 120 (or 220) volt supply to 220 (or 120) volt supply.
This enable EVSEs to provide different voltage for charging without having

separate dedicated lines for 120 and 220 voltage.

The PEVs are installed with a Radio Frequency Identification (RFID) device for
their unique identification and authorization. After the PEV is parked in a park-
ing slot, RFID device is automatically scanned by sensors for its identification
and authentication. The information about the parking slot within the parking
place where a PEV is parked is sent to the aggregator. The user plugs in the
charging connector to the PEV and leaves, but the charging process may not
be immediately started. The charging decision is made by the aggregator. The
PEV charging automatically begins at the time scheduled by the aggregator and
connectors stops supplying electricity once PEV gets charged. The smart meter
in EVSE tracks the amount of power consumed by the PEV. After charging pro-
cess, the electricity price and the charging information is automatically sent to

the user mobile phone.

3.2 Methodology

3.2.1 Problem statement

We consider a total number of N PEVs where each PEV is represented by a
variable i such thati € {1,2,....N}. We discretize time in slots each of length 7.
A particular time slot is represented by a variable j such that j € {1,2,3,....M}

and M is the total number of slots required for charging all PEVs.
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We represent V] as the charging voltage supplied by EVSE atlevel [. The amount
of current used by PEV depends upon voltage level V; supplied by the EVSE for
PEV charging and the PEV battery circuit that is specific to a PEV. We represent
I} as the current supplied by EVSE when PEV i is charged at voltage V. The
required energy to charge PEV i called as a Status of Charge SOC". The arrival
time and departure time of PEV i at the parking place is given by ¢’ and t/,. The
number of slots required to charge PEV i at charging level [, represented as n},
is given by equation 3.1. In equation 3.1, product V;’ x I is the power (energy

per unit time) supplied by the EVSE.

If a PEV i arrives at time ¢!, and departs at time ¢/, then its arrival slot 7/ and
departure slot 7 are given by equations 3.2 and 3.3. The ¢;, is considered as
the starting reference time. For example, if time slot length is 5 minutes and
starting reference time is 7:00 AM then 7:00 AM-7:05 AM is zeroth slot, 7:05
AM-7:10 AM is first slot, 7:10 AM-7:7:15 is second slot and so on. If a PEV
arrives at 7:03 AM then its arrival slot is considered as 7:05 AM-7:10 AM which
is slot number 1. If it departs at 4:02 PM then its departure slot is 107 (3:55 PM-
4:00 PM). If the PEV requires 30 slots to charge with some voltage level then
these slots should be allocated between slot number 1 and 107 for its charging.

SOC!
Vi< I x |7

n = ] (3.1)

1 (3.2)
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] (3.3)

The net electricity load at the parking place in slot j is given by equation 3.4
subject to the constraints 3.5 and 3.6. The variable z; is a binary variable which
represents whether EVSE is charging at level [ voltage. The inner summation
in equation 3.4 adds over all charging levels. Equation 3.5 and 3.6 guarantees
that only single charging level is used for charging a PEV. The outer summation
adds the power requirement for every vehicle in parking lot in slot j. Variable
y! is a binary variable to determine if a PEV i is being charged in slot j. If the
value of ¢/ is 1 then the PEV is being charged in slot j. Otherwise, the PEV is

connected to EVSE but does not draw current.

N
P =Y "3 Viljz)y! (3.4)

Sm—1 (35)

T X T =0YVm=#n, mnéel.L (3.6)

The change in PEV load between two consecutive time slots is given by equa-

tion 3.7.

OP; = P;— Piy (3.7)
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The optimization objective given by equations 3.8 and 3.9. Equation 3.8 mini-
mizes average power deviation over various time slots and equation 3.9 maxi-
mizes load factor (ratio of average power to peak power). P,,, is the average of

the power assigned at various time slots.

> 0P,

j=1

T} (3.8)

and

Pavg
max{ Py, Py...Py}

max{ (3.9)

3.2.2 PEV schedule using rectangle placement

We solve the problem of reducing electric load variation by scheduling PEVs
such that they are charged according to the time decided by the proposed algo-
rithms. For every PEV, we consider a rectangle whose length is the time PEV
need for charging and height is the power required for its charging. For exam-
ple, if a PEV i requires n] slots to charge with the voltage level V; and current I}
then for PEV i we consider a rectangle of length n} x |7| and height V, x I/. The
area of the rectangle which is the product of length (time) and height (power)
represents required energy SOC! for PEV charging. Since height of one rect-
angle is the power needed to charge one PEV, the net height of the rectangles,
at a particular time slot, after they are placed horizontally to the time scale is
the power required for charging all PEVs scheduled for charging at that time

slot. Figure 3.2 illustrate the rectangle placing scenario for 3 PEVs. Rectangle A
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Figure 3.2: Rectangle placement

in figure requires 9 slots to charge. Its arrival and departure slots are 0 and 15
respectively. Thus, the PEV corresponding to the rectangle A need to be sched-
uled for charging between time slot 0 and 15 such that the rectangle A is to be
placed between slots 0 and 15 occupying 9 slots. Similarly, rectangle B requires
12 time slots for charging and need to be placed between its arrival slot (5) and
departure slot (20) and rectangle C is to be placed between slots 15 and 22 oc-
cupying 7 slots . If rectangles are placed as in Figure 3.2, the electric load at
various time slots can be represented like in Figure 3.3. The graph in Figure 3.3
presents net required electric power at various time slots is called as load profile.
For the given schedule, between time slots 0-6 only A is being charged, between
slots 7-8 A and B are being charged, in interval 9-14 B is charged, in slots 15-19
both B and C are being charged, and between slots 20-22 C is charged.

The proposed algorithms assign slots for placing rectangles such that the devi-
ation in height of the load profile is minimum. For instance, in Figure 3.3 the
height (required power) is low between slots 0 and 6 and high between slots
15 and 19 resulting in deviation in height (required power) of the load profile.
The presented algorithms place rectangles to minimize deviation in height at

various time slots.
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Main algorithm

To solve the problem of reducing electric load variation between various time
slots algorithm 1 is used. Algorithm 1 places the rectangles corresponding to
every PEV to minimize deviation in height of the load profile. Algorithm 1
use algorithms 2-4 for optimal rectangle placement. Algorithm 1 takes list of
vehicle charging request V' as an input and provides charging schedule for ev-
ery PEV in list. In step 1, algorithm 1 runs algorithm 2. Algorithm 2 does the
initial rectangle placement corresponding to every PEV request. Initial rect-
angle placement algorithm gives priority to the arrival time of the PEV and
use level 2 charging. Step 2 saves the assignment in a temporary variable
tmpaSlot P. Based on the initial rectangle placement, step 3 determines the load
factor LF,,, and step 4 sets the variable maximum load factor LF,,,, to the
current load factor LFi,,,. Step 5 finds the minimum height P,.; of the load
profile. P,.; is also called as the reference height of the load profile. Step 4 de-
termines the maximum height P,,,, of the load profile. Steps 8-15 are repeated
in a loop. In step 8 algorithm 3 and in step 9 algorithm 4 are executed. The ve-

hicle charging request list I and the value of P,.; are passed as parameters to
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Algorithm 1 Main algorithm

Input: V' - Vehicle charging request list
Output: aSlotP - Assigned power at all slot
Initial Rectangle Placement (V)
tmpaSlotP = aSlot P

LE. - avg(aSlotP)

max(aSlotP)
LFmaac = LFcurr

P,c; = min(aSlotP)

Prae = max(aSlotP)

while P,.; < P, do
VolageLevelSelection(V, Pr)
ShiftRectangle(V, Pes)

0 LE. = avg(aSlotP)

max(aSlotP)
11: if LF,,, > LF},,, then

12: LFy a0 = LECy,,

13: aSlotP = tmpaSlot P
14:  end if

15: Pref = Py + h

16: end while

both the algorithms. Algorithm 3 changes the charging level of some vehicles
from level 2 to level 1 or level 3 to reduce variation in height of the load profile.
Algorithm 4 shifts the position of rectangles to further flatten height of the load
profile. Step 10 determines the load factor LF,,,, after voltage level switching
and rectangle shifting. If the new load factor LF,,,, is greater than the previ-
ous maximum load factor then the values of maximum load factor LF,,,, and
assigned slots for PEVs are updated (steps 11-14). In step 15, the variable refer-
ence height P, is incremented by a small value h. Since reference height P,
is the minimum height of the load profile, the loop terminates when reference
height is increased to such extent that it becomes greater than the maximum

height P,,,, (obtained after the initial rectangle placement).
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Algorithm 2 Initial rectangle placement

Input: V- Vehicle charging request list
P, - Reference power
Output: aSlotP - Assigned slots
LF - Load factor
1. V.sort(arrivalTime)
2: aSlotP.all() =0
3: fori <« 1to|V]|do

4: w=0

5. a= False

6: whilea!=Truedo

7: for j « V(i).7ito V(i).7i — n} do

8: if all(aSlotP(j : j +n}) < w then
9: all(aSlotP(j :j+ni) + =V, x I}
10: a = True
11: else
12: w=w—+wl

13: end if

14: end for

15:  end while

16: end for

Initial rectangle placement

Algorithm 2 does the initial rectangle placement giving priority to the arrival
time of PEVs. In step 1, the list of PEV charging requests V' is sorted in increas-
ing order of arrival time. The required power at every time slot is initially set
to 0 in step 2 (aSlotP is the list that represents information about electric load
at various time slots). Steps 4-15 are repeated for every PEV request in sorted
list V. |V| denotes the number of elements in the set V. The algorithm uses a
window w, the initial size of which is set to 0 in step 4. The variable a keeps the
track of whether the rectangle is placed in load profile is initially set to False

(step 5). For every PEV i, step 7 checks for the consecutive n; slots between
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arrival time 7! and departure time 7 where the height of the load profile is be-
tween 0 and w (values 0 and w are included). If such consecutive slots exist then
the rectangle is placed on those slots, the net power in those slots is increased,
and variable a is set to True (steps 8-10). If they do not exist then the window
size is increased in step 12. Consecutive slots where rectangle can be placed
are then searched for larger value of w. The process ensures that the rectangle
is initially placed between arrival and departure slot of PEV over load profile

where height is minimum.

Voltage level selection

After initial rectangle placement, algorithm 3 switches the charging level of
some PEVs from level 2 to level 1 or level 3 based on the height of the load
profile at various slots. It modifies the load profile obtained from initial assign-
ment by switching charging level voltage. Algorithm tries to bring the height
of the load profile near the P,.; for every time slot. Steps 2-15 are repeated for
every PEV to determine if its charging level can be switched to obtain better
load profile. Variable aSlot contains the information about every PEV’s charg-
ing schedule. sSlot; is the starting slot number in which PEV i is scheduled for
charging. Step 2 finds if all the slots assigned for a particular PEV has net height
less than the P,.;. If this is the case then step 3 determines whether increasing
voltage to level 3 still keeps the height of the load profile in those slots less than
but closer to P,.;. If the condition is true then the voltage level for that PEV
is switched to level 3 (steps 4-6). Steps 9-14 are similar to steps 2-8 except the

portion in the load profile where height is greater than P,.; are being checked
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Algorithm 3 Voltage level selection

Input: V- Vehicle charging request list
P,s - Reference power
Output: aSlotP - Assigned slots
LF - Load factor
1: fori < 1to|V|do

2:  if all(aSlotP.(i)) < P,.s then

3 if all(aSlotP.(i)([sSlot; : n}]) = Vi x I} + Vi_y X I} | < P,.; then
4 all(aSlotP.(i)(sLot : n})) — =V, x I}

5: nSlot = [SOC!/(Vigr X I}y X T)]

6 aSlotP.(i)[sSlot; : nSlot] + = Vigq x I},

7 end if

8: end if

9: if all(aSlotP.(i)) > P,.; then

10: if all(aSlotP.(i)[sSlot; : nj])) — Vi x I} + V,_y x I|_; > P,.; then
11: all(aSlotP.(i)[sLot : n}]) — V; x I

12: nSlot = [SOC!)(Vi_y x I} | X T)]

13: aSlotP.(i)[sSlot; : nSlot] + = Vi_y x I]_,

14: end if

15:  end if

16: end for

(steps 9 and 10). If the condition is satisfied then the charging level voltage for
the PEV is switched to level 1 (steps 11-13).

Rectangle shift

Algorithm 4 shifts the rectangles from region where height of the load profile
is greater than the P,.; to the region where height is less than P,.;. Steps 2-5
are repeated for every PEV. Step 2 determines if height of the load profile at
assigned slots for a PEV is greater than P,.;. If the height is greater than P,.s
then the rectangle is shifted towards the right, such that PEV charging ends at

its departure slot. We shift some rectangles to the right because in step 1 the
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Algorithm 4 Shift rectangle

Input: V- Vehicle charging request list
P,s - Reference power
Output: aSlotP - Assigned slots
LF - Load factor
1: fori < 1to|V|do

2. if all(aSlotP[sSlot; : n}]) > P,.; then
3 all(aSlotP[sSlot; : ni] — =V, x I}
4: all(aSlotP[ti —nt : 78 + =V, x I}
5:  endif

6: end for

Table 3.1: Simulation parameters for parked PEV charging

| Parameter | Value
Arrival time 7AM-5PM
Departure time | 8 AM -2 AM
SOC! 15 kWh - 49 kWh
AC level 1 120V, 16.6mA /33.3mA
AC level 2 220V, 72.72mA /90.9mA /109mA
AC level 3 220V, 218.18mA /245.45mA /272.72mA

priority was given to the arrival time (arrival time is in left). To balance that

effect, this step shifts some rectangles to right to make height constant.

The algorithm 3 and 4 run for different values of P,.; obtained from algorithm 1
for optimum rectangle placement. After these algorithms are run for all possi-
ble values of P,.;, the final position of rectangles is used to schedule PEV charg-

ing.
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Figure 3.4: Load profile

3.3 Results

We conducted an extensive set of experiments in python based framework to
determine the deviation in power at various time slots. The proposed algo-
rithms are compared with the First come, First serve (FCFS) based PEV charg-
ing. Simulation results are compared for different metrics to determine the ex-
tent to which PEV load varies in different time slots. To determine steepness
in power curve, we introduce the metric slope-variation. Slope-variation is de-
fined as the ratio of cumulative power variations in different time slots and the
number of times the load profile changes. For example, in Figure 3.4 the height
of the load profile changes to 2 units at the start of slot 4 and 1 unit in slot 10.
The slope-variation for the mentioned example is average of cumulative height

change at these two points ((2 + 1)/2).
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3.3.1 Simulation parameters

Table 3.1 presents the simulation parameters for the experiments. Parameters
were selected randomly between chosen range. Table also gives the voltage
and current values for different levels of PEV charging. For example, AC level
1 charging use 120 V. Some PEVs for AC level 1 charging require 16.6 mA of

current and some other need 33.3 mA. The length of time slot is chosen as 5

minutes.
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Figure 3.6: Average slope variation as number of PEVs are varied

3.3.2 Analysis of power variation

Figure 3.5 depicts the average power change over all time slots. As shown
in the figure, the average power change is lower using proposed algorithms
as compared to FCFS based PEV charging. For less number of PEVs, the gap
between presented and FCFS algorithm is small. However, as number of PEVs

increase the proposed methods shows better performance.

Figure 3.6 compares the slope-variation obtained from the proposed approach
and the FCFS algorithm. The figure illustrate that for the proposed approach,
the slope varies gradually when compared with FCFS. Here also, the gap be-

tween proposed and traditional method increases with the number of PEVs.
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Therefore, the importance of our approach lies in the large scale PEV charging

at parking place.

Figure 3.7 compares the load factor between the proposed and FCFS method.
The proposed algorithms show a performance gain in terms of load factor.
Henceforth, the given method is also economically beneficial due to high value

of the load factor.

3.3.3 Timing analysis

Figure 3.8 depicts the cumulative execution time of the presented algorithms as

the number of PEVs are varied. We run our algorithms in two different CPU
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Figure 3.8: Execution time

configurations (8 cores, 3.6 GHz and 4 cores, 2.4 GHz) in ubuntu operating sys-
tem. Figure interprets that the run time of the algorithm is less than 6 seconds
for both configurations. The lower execution time makes them feasible to im-

plement in the aggregator.

3.4 Observations and remarks

This chapter highlighted the importance of reducing load variation due to PEV
charging at a parking lot. We presented the smart aggregator architecture that
automates PEV charging process. Our proposed rectangle placement based al-

gorithms assign the time at which PEVs should be charged. We also presented
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charging voltage level selection to find the voltage at which a PEV should be
charged. Rectangle placement combined with charging level selection makes
load profile smooth as compared to traditional FCFS based charging. The sim-
ulation results characterize that our method reduces power deviation and load
factor. Furthermore, our proposed architecture is feasible to implement in ag-

gregator due to its lower execution time.
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Chapter 4

En route Plug-in Electric Vehicle

(PEV) charging

The problem of en route Plug-in Electric Vehicle (PEV) charging is complex
due to their mobility and requirement of low charge time as a user may not
want to wait long near a charging station. Since PEV charging depends upon
Electric Vehicle Supply Equipments (EVSEs) installed in a charging station, and
energy provided by the Smart Grid (SG), an efficient charging solution requires
PEVs, EVSEs, and SG to coordinate for sharing information with each other
[52]. However, due to their spatial separation and dynamic connectivity, the
communication network between them cannot be managed using traditional
decentralized architecture. Consequently, the network management for tying
PEV, EVSE, and SG for their coordination and information sharing entails alter-

native method.

Apart from network management, an en route PEV needs to be allocated a

charging station in case it is running out of its battery power. Allocation should
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be done in a manner such that the wait and charge time of a PEV at a charg-
ing station is low. The charging station located near a place having high PEV
traffic is expected to have a long wait time for PEV charging because of fre-
quent charging requests. However, if the traffic density at a location is known
in advance then some PEVs can be allocated charging station located near low
traffic congestion region thus reducing average wait time of PEVs at a charging
station. Therefore, advance traffic prediction is essential for determining the lo-
cation at which a PEV should be charged so that the time it spends in a charging

station is low.

Moreover, PEV discharging and charging process depends upon factors like its
speed, battery drainage rate, EVSE charging rate, and wait time at a station. The
mentioned variables are dynamic and varies within a broad range. Henceforth,
the allocation of charging station to PEVs such that their cumulative charging
time is low is a complicated task. Therefore, an optimization method which
considers these multiple dynamic parameters is required for allocating a perti-

nent charging station to PEVs that reduces their charging time.

Thus, the major challenges regarding en route PEV charging is the investiga-
tion of an efficient network for information exchange, development of an op-
timization method that reduces the charging time of PEVs at the charging sta-
tion, and finding an efficient prediction unit that can help optimization unit in
making better decision. To address the given problems, this research investi-
gates an inter-wined COP architecture as shown in Figure 4.1 consisting of a
Communication unit, a Prediction unit, and an Optimization unit. We envision
Communication unit that has potential to enable efficient information sharing

between spatially separated end units by adopting Software-defined Network
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Figure 4.1: COP architecture

(SDN)-based framework. Optimization unit allocates charging station to differ-
ent PEVs based on the parameters associated with the charging and discharging
of PEV battery. Prediction unit estimates traffic near different charging stations
to obtain wait time, and therefore helps optimization unit in making better de-

cisions.

4.1 System model for en route PEV charging

The proposed system model for allocating charging stations to PEVs is depicted
in Figure 4.2. Similar to [24] and [53], it has been assumed that the charging
rate of a PEV depends on the rate at which EVSE is supplying power. Also, the

EVSEs installed in a single charging station are considered to be similar having
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same charging rate. However, two EVSEs in different charging station may

have different charging rate.

Figure 4.2 shows en route PEVs moving along the road. PEVs charge them-
selves at charging station which are also situated along the road. EVSEs pro-
vide power to PEVs and there may be multiple number of EVSEs in a single
charging station. Electric supply may come from different units scattered in the
region. The whole region is divided into multiple zones. Every zone consists of
an integrated Communication, Optimization, and Prediction (COP) unit which

is responsible for coordination between different end units like PEVs, EVSEs,
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and smart grid and for optimally allocating charging stations to PEVs. Loop
detectors are installed along the road to measure the traffic volume at different
locations. The measured data from the loop detectors is sent to the central-
ized COP unit. Figure 4.2 also depicts the charging station model. The power
needed to charge PEVs is supplied through the charging bus which is connected
to the transmission system. The PEVs arriving at a charging station wait in a
queue. As soon as the EVSE slot is empty, the PEV first in the queue occupies
that space for charging. We define effective charging time of a PEV as the sum of
the time during which PEV waits in a queue and the actual charging time at an

EVSE.

4.1.1 Smart grid and charging station architecture

The power for PEV charging comes from various units that includes main grid,

local generation unit, and storage unit.

To understand power flow in a charging station, we consider bus in the trans-
mission system by the variable ¢ such that ¢ € Band B = {1,2,....Q}. The total
number of bus are given as (). p is a particular element of B and represents the
bus connected to the charging station. Thus, if the value of ¢ is equal to p then
q is the bus connected to the charging station. The voltage in a bus ¢ at time ¢
is given as V, ;. 0, and 6,,; are the angle of the voltage V,; and V,,; respectively.
The real and reactive power flowing in bus p at time ¢ is represented as as P, ;
and X, respectively. Y}, , is the admittance between bus ¢ and bus p and 9, , is

the angle between reactive and resistive components of Y,, ,. The bus p may also
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be connected to a local power generation unit which generates real and reactive

power as Fg; and X, respectively at time ¢.

Variable e represents a particular EVSE in a charging station such that e €
{1,2,....m} and the total number of EVSEs in the charging station are m. PEV}’
and PEV/" are the real and reactive load at an EVSE due to PEV charging at
time ¢. Binary variable z. denotes whether a particular EVSE is connected to a
PEV. Thus, if the value of z. is 1 then the PEV is connected to EVSE and draws
current from it. ﬁt and 5(: are the cumulative real and reactive load load at time

t due to other devices which may also be connected to the bus p.

The net power flowing in bus p must be equal to power generated at bus p
subtracted by the power consumed by any load connected to the bus p. Also,
the power flowing in bus p depends upon the voltage difference and admittance

between bus p and other buses that may be connected to the bus p.

Therefore, from the power flow analysis [54], the relation between power flow-
ing, power generated, and power consumed in the bus p is provided by the

equations 4.1 and 4.2.

Py =Pgy— Y PEV] xz.—P, (4.1a)

e=1

Py = Z Vit X [Vl X [Ypql X cos(Ops — g1 — pq), (4.1b)
Q
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Xyt =Xae— Y PEV® x z, - X, (4.2a)
e=1
Xpt = Z [Vatl X [Vl X [Yp ol X sin(0pr — 040 — 0pq), (4.2b)
Q

subject to the constrains given by equation 4.3-4.5.

V" < Vel < IV (4.3)
(B < Bl <[5 (4.4)
X < Xl < 1 X (4.5)

where V;,mm, P;,"m and X }’,m" are the minimum voltage, real power, and reactive

power that should flow in bus p for its proper operation.

prrer, Vet and X'* are the maximum voltage, real power, and reactive power

that bus p can handle.

For tracking the energy supplied from EVSE to PEV, EVSE sets up the commu-
nication link to PEV. The charging station also has a smart meter for tracking
amount of energy supplied to it for charging all PEVs. EVSEs also has a smart
meter that tracks the amount of electricity supplied to a PEV. We describe below
the centralized COP architecture that has potential to provide efficient commu-

nication between end units in above architecture.
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4.1.2 COP architecture

The COP architecture consist of communication, prediction, and optimization
units as shown in Figure 4.1. Communication unit consists of an SDN controller
responsible for managing network connectivity between PEVs, EVSEs, local,
and main grid. The network of PEVs is highly dynamic because the connection
between nodes connect and break very frequently due to the mobility of vehi-
cles. In traditional IP-based networks, the intelligence is distributed throughout
the network elements like routers and switches. Therefore, network policies
need to be configured or altered in every router and switch making network
management a cumbersome task. Itis also difficult to manage and monitor such
a large scale and spatially separated network due to its decentralized architec-
ture. SDN has layered architecture with application, control, and infrastructure
layers as shown in Figure 4.1. In SDN domain, routers and switches have a
shallow level of intelligence and are merely dumb devices. They only forward
packets to other network elements-based upon the entry in a table which is
called as a flow table. Every router and switch has its associated flow table that
contains the information about what to do with a specific packet arriving at that
node. The logically centralized, but physically distributed, SDN controller has
topological information of the whole network and decides the policies to be im-
plemented in every node of the network [55]. The SDN controller decides about
those policies and correspondingly fills the entries in the flow tables for every
node. Since management of whole network is done by the logically centralized
SDN controller, the model is scalable because any policy implementation or re-
configurations need to be done in SDN controller only, not in every router and

switch. Also, since the network of PEVs, EVSEs, and smart grid has both wired



55

and wireless components, SDN-based network solution can be easily applied to
such a dynamic network because of its flexible architecture. Thus, the requests
made by the PEVs, the connection between Road Side Units (RSUs) and EVSEs,
and between EVSEs to local and main grids can be efficiently managed using

SDN controller.

Data prediction unit predicts the short and long-term traffic count based on the
spatial and temporal traffic information. Prediction unit obtains the input from
loop detectors installed in a freeway and based on that determines future traf-
tic flow. Prediction unit communicates the predicted traffic to the optimization
unit. Optimization unit in turn also receives the charging requests from PEVs.
The PEV charging requests are collected over an optimization period having
length of 7;. For PEV charging requests in period 7;, the optimization algorithm
allocates charging station to those set of PEVs. The optimization algorithm runs
again after the time interval 7, to allocate charging station to new set of PEVs
making request in the interval 7,,,. Thus, optimization algorithm runs peri-
odically after every time interval 7;, 7,11, 7;4+2 and so on and allocates charging
stations to PEVs making request in corresponding time interval. Optimization
unit shares the information about allocated charging stations to SDN controller.
SDN controller then routes this information to the PEVs and allocated charging

stations through an optimized communication link.

4.2 Methodology

We describe the prediction unit and optimization unit design for predicting traf-

fic and subsequently allocating charging stations to PEVs. The prediction and
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optimization unit processes the information received from PEVs and charging
stations. Based on the received information, the units allocate charging station

to PEVs.

4.21 Prediction unit design

This section describes the prediction unit for determining traffic flow in ad-
vance. We first extract the daily, spatial, and temporal correlation in traffic flow

data then use the analysis for developing the traffic prediction model.

The data used for correlation analysis and traffic prediction is obtained from
Performance Measurement System (PeMS) [56]. The PeMS collects the traffic
flow in California highways through the loop detectors. The loop detectors
collect the traffic flow information every 5 minutes throughout the day and for
all days. We call the interval of 5 minutes as one time slot such that there are
total number of 24 * 12 time slots in a particular day. We collect the traffic flow

for October 2017 for the freeway segment of I-680.

Correlation analysis

Freeway traffic often has specific patterns which varies with time and location.
To determine those patterns, we did cross-correlation analysis to extract tem-
poral and spatial behavior in freeway traffic. We determine the trend in daily
traffic at a particular location. For correlation analysis, we consider a matrix A
of dimension (31, 24x12) containing the traffic information at a certain location.

Each row of the matrix A contains the traffic count for a particular day for all
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Figure 4.3: Correlation analysis

time slots. We chose A, as a particular row of A such that A,.; contains the
traffic information for a particular day of the month at a particular location. To
determine the correlation between daily traffic, the cross-correlation between
row A,.; and other rows of matrix A are plotted for 4 different locations in
Figure 4.3a. Figure 4.3a show the daily correlation (Pearson’s Correlation co-
efficient) for those locations. The figure depicts that the Pearson’s correlation
coefficient has a peak value. The value of the coefficient reduces from the peak
value and then again increases showing periodicity in its behavior. However,
the periodic behavior is not perfect, and it deviates at some point of time and
location. Henceforth, albeit the same day traffic in previous weeks can provide
information about the expected traffic in the current week, yet the information
is not sufficient to provide accurate traffic behavior since the patterns are not

perfectly periodic.

Figure 4.3b show spatial correlation information in traffic pattern. We find the
correlation of traffic count between different locations for the same day. To ob-
tain this information, the matrix A is updated to contain the traffic information
at different locations for all time slots for a particular day. Hence, a particular

row of A contains the traffic count at a particular location for every time slot
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in a single day. Similar to daily correlation information, the Pearson’s correla-
tion coefficient is obtained between different rows of matrix A with respect to
a particular row A,.; of A. The value of correlation coefficient is 1 if the cor-
relation is determined for reference row A,.; with itself. Figure shows that the
locations near the reference location (point in the graph where value of corre-
lation is 1) has higher coefficient as compared to the locations away from the
reference point. Therefore, at the same point of the time, traffic at nearby points
are expected to have similar pattern showing high spatial correlation. Further,
the value of the correlation coefficient is high for almost all the locations. The
high correlation value enables the same trained algorithm to be used at differ-
ent points for traffic prediction. Since the proposed method has a centralized
prediction unit which gathers the information from every location in a partic-
ular zone and has to predict the traffic for those locations, the centralized unit
is overwhelmed with the computational burden. Over-and-above, the training
process of the prediction algorithms is, in general, computationally intensive.
Therefore, the idea that the algorithm is trained at one location and then the
same trained parameters are used for predicting traffic at other locations, due
to high spatial correlation, reduces the computational demand of the central-

ized prediction unit.

Further, matrix A is updated to contain the traffic count for different days for
every time slot at a particular location. Hereby, its dimensions are (24 « 12, 31).
The particular row of A contains traffic count at a certain time slot for every
day of the month. The correlation analysis is depicted in Figure 4.3c. The point
in the graph showing correlation coefficient 1 is the correlation of A,.; with re-

spect to itself. The temporal correlation is high near the reference time slot and
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decreases as the time difference from reference slot increases. Thus, the corre-
lation between nearby time slots with the reference time slot is higher showing
the historical traffic can be utilized to some extent to predict traffic at a particu-
lar time. The correlation coefficient also fluctuates randomly in the given plots.
The region near A,y is flat in location 1, but it has a steep slope at other loca-
tions. Additionally, the degree of steepness is different at different locations.
Therefore, although the average traffic at a certain time slot depends on previ-
ous time slots, the dependency decreases for the larger gap between time slots.
The behavior also has randomness. Correspondingly, the historical traffic infor-
mation can be leveraged to predict the traffic volume, the information requires

advance method for traffic prediction due to its random behavior.

The aforementioned correlation analysis delineates that the traffic flow has weekly
periodicity, spatial, and temporal correlation. While weekly periodicity and
temporal correlation enable to predict the traffic but it requires advance meth-
ods due to non-linearity in periodicity as well as in correlation analysis. There-
fore, to predict the traffic, we use deep neural network-based on the backpropa-
gation algorithm [57]. The high spatial correlation suggests that the deep neural
network can be trained at one location and the learned parameters of the net-
work to be used for traffic prediction at other locations. We describe below the

neural network that is used for traffic prediction.

Neural network for deep learning

The neural network is organized in the form of a layered graph [57]. We use

variable [ to represent the layer of the neural network such that ! € {1,2,...., L},
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where L are the total number of layers in the neural network. First layer of
the neural network is called as input layer and accepts the input data. The Ly,
layer is the output layer and provides the output given the input in the first
layer. There can be a number of layers between input and output layer and
those layers are called as hidden layers. The nodes in the graph are called as
neurons. In this section, we use variable i, j, and k such that i, j, and k are
the set of natural numbers and used to represent the particular instance of any
variable. For example, we represent x; and y; as the i, instance of input and
output vector respectively. The connection between j,;, neuron in layer [ and i,

neuron in layer [ — 1 has a weight w} ;. The net input to the jy, neuron in layer /

is given as net = S;w!; x oj . Here, o/ " is the output from iy, neuron in layer
[—1 and summation is performed over all the neurons of layer [ — 1. The neuron
processes the input using non-linear activation function f such that the output

. . . . l o l
of ji neuron in layer [ is given as o) = f(net;).

Neural network operates in two phases. In the first phase, the network is
trained by feeding it with known input and output patterns. Once the net-
work is trained, the unknown input data is fed to get the output at the L,
layer. During the training of network, we present a set of known input and out-
put vectors z; and y;, and based on the prediction error at the output neuron,
the weights w/}; in all the connecting links are adjusted such that the desired
output is obtained at the output node. Once this adjustment is made, the net-
work is presented with another set of input and output pattern and the process

is repeated till the prediction error becomes very small. For each pattern, we



61

calculate error as in equation 4.6.
E =y; xlog oé + (1 —y;) x log(1 — oé) (4.6)

where y; is the target output, and the value of [ to calculate error is L. We
achieve convergence towards improved values of the weights by calculating the
incremental change in weight Aw!; which is considered to be proportional to

the partial derivative of the error function with respect to weight w! ; as Aw’; =

oE

Nl where 7 is the learning rate.
‘j’i

For every neuron connection w) ;,

the partial derivative of the error with respect

to weight can be expressed as in equation 4.7.

oF OF aneté.

= X 4.7
owh,  Onetl — Ow!, (4.7)
Onet!, 0E
Since net; = Sk, x of ', — = ol”". If we define §, = ——— then Aw!; is
! » ow'; I Onet} >
given by the equation 4.8.
Awéﬁ =7 X 5; x ol (4.8)
. oE OE 0o
To find the value of the 4!, —— can further expressed as —— x —%-.
7" Onet; doj  Onet;
oE . . Yi — Y - :
For the output neuron —— is given as = — —— (derivative of equation 4.6
90§ o; l—o;
&

with respect to o)) and

Tnedl is given as f'(net}), since o = f(net!), where fis
net’.

J
the derivative of activation function f. Thus, for the output node incremental

weight change is given as in equation 4.9.
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yi 11—

i N
0; 1 0;

Awé’i =nx(

) X f’(neté) x ol 4.9)

However, the neurons in hidden layers do not affect the output directly. They

l
j7i/

affect the activation in the next layer of the network. Thus, to find Aw; ;, where

E

w! ; is now the weight of the neuron in hidden layer we need to find % indi-
) o'
J

. - oF
rectly using next layer activation. Therefore, to evaluate a0 e have 9 =
0" 0"
J J

OF Onet' )
—Y T X ;— (k is a neuron in layer [ + 1).
Onet,, do;
j
OF oF
Since net!t! = Sl x ob, ——— = V———— x !t = L0 x Wl In
k kj
k I %k,j 3’ 302 8net§€+1 k.j J

this case, 0) = f/(net}) x 36, x wi'!. Thus, for the inner layer neurons the

incremental weight change is given by the equation 4.10.

)

Aw'; =nx f(neth) x S5 x wy ;) x o) (4.10)

In equation 4.10, the term f’(net}) x 3, (6,7 x wf ;) is the &' for hidden layer l and
is evaluated in terms of 6. in layer / + 1. That is deltas at an internal node can
be calculated in terms of deltas at the upper layer. The weights are updated as
in equation 4.11, where Aw}; is calculated using equation 4.9 or 4.10 depending
on whether neuron is an output neuron or hidden unit neuron.

wéz = wél —n X Awévi (4.11)
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Input feature vector selection
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Figure 4.4: Flow matrix

The deep neural network is fed with known input and output patterns for the
training purpose. The input is collected in a vector z; which is called as an input
feature vector. Hereby, we utilize the periodicity, spatial, and temporal correla-
tion in traffic flow to get input feature vector for traffic prediction. We collect
the relation between temporal and spatial traffic information using flow matrix
F. Figure 4.4 shows the three-dimensional flow matrix containing traffic flow
information. Suppose the traffic needs to be predicted for the time slot having
coordinates {p, ¢, r}. The temporal traffic information is determined from the
rectangle of length [. The length of the rectangle [ represents previous [ time
slots if traffic needs to be predicted at time slot {p, ¢, 7} such that time slots
p—1,q,7} to{p—1,q,r} are the part of the input feature vector z;. The traf-

fic count for the same day of the week in previous s weeks is appended to the
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vector ;. Further, the spatial and temporal traffic information is also combined
from the rectangle of width m and height n as shown in the figure (ignoring
overlapped region which is already appended) such that n are the previous
time slots and m are the nearby locations. Thus, the traffic near m points in pre-
vious n slots is also appended in the vector x;. The input vectors for different
values of coordinates {p, ¢,} (points where traffic needs to be predicted) are

combined in an input matrix I as in equation 4.12.

I =[x, 2] 7)) (4.12)

where, z] is the transpose of vector z;. The known traffic for the input z; is y;
(traffic at location {p, ¢,7}). The output array containing known traffic is given

by equation 4.13. Here IO are the total number of input and output patterns.

Y = [y1,92, ----Y10] (4.13)

The number of columns of matrix I is equal to the number of columns in the
matrix Y such that for a particular column in I the corresponding column in Y’

is the known output traffic given that input.

Backpropagation learning

The training of deep neural network requires many parameters to be adjusted
for its efficient implementation. The parameters include, number of layers L
of the deep neural network, number of neurons in each hidden layers n} (I

is a particular layer of the network), learning rate n of the back-propagation
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algorithm, number of iterations for which algorithm should run iter, activation
function for hidden or output neuron f, and initial weight w! ; between every
neuron j in layer [ and neuron ¢ in layer [ — 1 [57]. We considered the following

state space for choosing various parameters:
Le{3,8}, nje {%, |z; * 2|}, n € {0.1,2}, iter € {1000, 100000},
f € {Sigmoid, Tanh, relu, leaky relu}

Even for above small sets, the selection of optimum parameters is a very com-
plex problem. Due to large state space, an exhaustive search of above param-
eters to find an optimum set of parameters is infeasible. Since in prediction
problem the objective is to predict traffic flow with low error and less training
time, we follow a combination of random and greedy search to select param-
eters for our training model. Parameters are searched within above set such
that the traffic is predicted with a high accuracy and low training time. Before

training the network, the matrix F' is normalized using min-max method.

We randomly initialize weights between {—1,1} having the normal distribu-
tion. The number of layers in the deep neural network are greedily searched in
the range mentioned above. The learning rate 7 and the number of iterations
for every value of the 1 are examined for the different number of layers. Simi-
larly, the sigmoid activation function f is chosen for the hidden layer and relu

activation for the output layer.

The neural network is fed with training set input and output patterns individ-
ually or in a batch mode. In a batch mode, the whole data set is divided into

batches of small size and each batch of data is fed into the network one by one.
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Algorithm 5 Charging station set for PEVs

Input: 1). Set of charging requests in one optimization interval
2). Location of charging stations

Output: Tuple M- Potential charging stations for PEVs

1: fori < 1to N do A
o gmas _ socg — socm

rde

3: forj<« ltom do

4 if 7, == 1 then

5 if If > [; and [ < [; + d[*** then
6: M;.append(C'S;)

7 end if

8 else

9 if [{ <l;and [ > I; — d]"** then
10: M,;.append(C'S;)
11: end if
12: end if

13:  end for

14:  M.append(M;)

15: end for

Based on the average error in a batch, the weights are adjusted between neu-
ron connections. However, in both cases weights are adjusted several times. To
avoid this, we combine the input training pattern as in equation 4.12 and 4.13
and present all the patterns at once. Then, based on the average value of the
error on whole dataset, the weights are updated for every iteration. The ad-
vantage of the approach is the lower training time because the weights are not
updated many times like training with individual input and output pattern or

as in batch mode.

4.2.2 Optimization unit design

This section presents the optimization unit design for allocating charging sta-

tion to PEVs. The optimization unit receives charging requests from PEVs and
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allocates charging station based upon multiple parameters related to charging
and discharging of PEVs. For the forthcoming discussion, if M is a set, we use
the notation M (1) to denote l;;, element of the set M, M([).index as the index of

the element M (() in set M, and ||M|| as the cardinality of the set M.

Algorithm 6 Optimal Charging station allocation to PEVs

Input: M- Potential charging station set, /- Location of charging stations
Output: S- Set of assigned requests

1: M.sort(cardinality)

2: fori < 1to N do

3:  M;.sort(chargingTime)

4: end for

5: fori <— 1to N do

6:  tmpStation = M;(1), k=1

7. forj « kto||M;|| do

8: P=M

9: dl =N t6(1), UpE f fTime(tmpSt, R, M), d2 =31 (1)
10: dif Firstkle =d2 —dl, M = P
11: for! + k+ 1to||M;|| do
12: P=M

13: dl' =N t6(1), UpEf fTime(tmpSt, R;, M), d2' = 30 15(1)
14: dif FirstEle’ =d2' —dl’, M =P

15: FirstEleCh = dif FirstEle’ — dif FirstEle

16: dif fSameSet = t5(1) — t{(k)

17: if dif fSameSet < FirstEleCh then

18: tmpStation = M;(l), k =1

19: end if
20: end for
21:  end for

22: S; =tmpSt, UpEf fTime(S;, R;, M)
23:  S.append(S;)
24: end for

Problem statement

We represent PEV charging request as ¢ such that i € {1,2,....N} and N are

the total number of requests. To represent different charging stations variable
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CS; is used so that j € {1,2,..m} and the number of charging stations in a
particular zone are m. Variable [{ is used to represent the location of j, charg-
ing station. Charging rate of EVSE at station j is represented as r§. The in-
formation set of a vehicle making a request i at time ¢, R?;, is depicted in set
(ts, iy vi, 8779, SOCET . SOCM™™ SOCT rde), such that the time at which request
is made is given by ¢;, [; is the location of the vehicle at time ¢;, ; the direction in
which PEV is traveling, and s’ is the average speed of the vehicle. +; a binary
variable representing the direction of travel. Here, we assume highway as a one
dimensional axis with increasing value of location while traveling left to right.
If a PEV is traveling towards right then the value of v; is considered to be equal
to 1. The charging level of PEV is given as SOCf'", SOC™™, and SOC*! to
represent current, minimum and required status of charge of PEV. Variable r{*
represents the rate at which PEV i discharges. Equation 4.14 evaluates the max-
imum possible distance d;*** a vehicle can travel depending upon its charging

level.

SOCeurT — SOCmin

dc
T

mar __

(4.14)

The optimization period is considered to have a length of 7. The requests are
collected in one optimization interval and allocated charging stations. Equa-
tion 4.15 represents the time-slot 7, when a vehicle with charging request i
reaches the charging station j. Equation 4.16 provides the sum of the travel

time and effective charging time of iy, vehicle at j;, charging station, where ¥,



69

is the wait time at charging station j during time slot 7,.

|15 — 1]
it o

Tp= | (4.15)

T

15 —1;
T.j = |”8—g| + 1, +{SOCT™ — (SOC™™ —rfe x |I5 = L)} xr{  (4.16)

1

The optimization objective is to minimize the function represented in equa-

tions 4.17.

ty, + {SOC]™ — (SOCF™ — rfe x|l = Li|)} x 7§
N

min{LN |

} (4.17)

subject to the following constrains represented by equations 4.18 and 4.19.

{l < <L+ d™ ) x (4.18)
{li—=d"™ <15 <L} x (1 —) (4.19)

Equation 4.18 and 4.19 are the constraints that need to be satisfied between the
charging stations location, location of vehicle, and the maximum distance it can

travel satisfying its SOC requirement.

We use the neural network-based traffic prediction model to estimate the initial
wait time near different charging stations. The initial wait time near a charg-

ing stations is evaluated using equation 4.20, where I' is the arbitrarily chosen
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constant and y;,, is the predicted traffic at j;;, charging station and time slot 7,,.

12, =T X yjn, (4.20)

Set cardinality-based search

To solve the above optimization problem, algorithms 5 and 6 are used. For

effective charging time update algorithm 6 employs algorithm 7.

Depending upon its SOC#" and SOC!™" , a PEV can be charged in some pos-
sible charging station. For PEV charging request i, we represent such possible
stations using set M;. To determine M, for each request ¢, we use algorithm 5.
Algorithm 5 has a loop that iterates between steps 1-15 for all the charging re-
quests i. The maximum distance a vehicle can cover while keeping its charging
level more than SOC!™" is found in step 2. For every charging station the steps
3-13 are repeated to find potential number of charging stations. The direction
in which a PEV is traveling is determined in step 4. The charging station C'S; is
added in set M if its location is between the PEV location and the distance d;***
it can travel (steps 5, 6, 9, and 10). M, is added to the tuple M in step 14. Tu-
ple M of potential charging station sets for every request is used in algorithm 6

and 7 for charging station allocation to the PEVs.

On the basis of tuple M, algorithm 6 finds the optimal charging station for every
PEV request. The tuple M is sorted (increasing order) according to the cardi-
nality (number of element) in the set M; (step 1). T While allocating charging
station to PEV we give priority to request with less number of potential charg-

ing stations. Therefore, we allocate charging station to requests in order of their
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position in sorted tuple M such that we allocate charging station to first ele-
ment of tuple M first and then proceed to other elements one by one in order.
In steps 2-4, charging stations in set M; are sorted in increasing order of their

effective charging time for request i.

Algorithm 7 Update effective charging time
Input: CS,, R,, M

Output: M

1: fori < a+1to N do

2. forj < 1to||M;|| do
3: if M;(j) = CS, then

4: if EffCharging overlaps then
5: AddE f fChargingTime

6: end if

7: end if

8: end for
9:  M;.sort(chargingTime)

10: end for

Steps 5-24 are repeated for every charging request. For a given PEV charging
request, we temporarily allocate first element of set M; as a charging station in
step 6. We use variable k for storing the index of the assigned charging station
(temporary) in set M;. Thus the initial value of £ equal to 1 that gets updated
when temporarily assigned station changes. For the request under considera-
tion, steps 7-21 are iterated for each element of M;. In step 8, the value of the

tuple M is saved using the variable P. The sum of effective charging time of
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the first element of all requests which are at higher position (having higher car-
dinality), than the request being considered, in set M is calculated in step 9. In
step 9, we consider ¢ (k) as the effective charging time of i;;, request element & of
M;. Subsequently, effective charging time of requests at higher position in M is
changed assuming temporary station is allocated to the request. The change in
effective charging time is done by calling algorithm 7. We pass the assigned sta-
tion, request, and set of potential station as input parameters to the algorithm 7
(step 9). Sum of the effective charging time of first element at higher position
in M are found again (step 9) to determine the increase in cumulative charging
time in step 10. Then, M is assigned to its original value P (step 10). Similar to
steps 8-10, steps 12-14 are executed with the difference is that the charging sta-
tion being considered are have index higher than k. Step 15 finds the difference
between values obtained in steps 10 and 14. We find how much assigning a sta-
tion with higher index k affects the cumulative effective charging time of first
potential station for all sets M; at higher position in the set M than the request
being considered. If the increase is less than the difference while assigning a
station at higher index in same set M, then the one with higher £ is considered
for a particular request (steps 17-19). Once all the possibilities are checked, the
temporary station is allocated to the given request. It is saved using variable S;
and the effective charging times of M is updated. The charging station is added
to aset S (step 23). The updated effective charging time after the whole process

is employed for optimal allocation in next interval.

To update the effective charging time in M the algorithm 7 is used. The algo-

rithm 7 takes the input parameters either from steps 9, 13, or 22 of algorithm 6
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and assigns those parameters to the variable C'S, (assigned station), R, (as-
signed request), and M. For requests at higher position in set M the steps 1-10
are repeatedly processed. For every such requests steps 2-8 checks all possible
charging stations in set M;. Then, it is checked if the station accepted as argu-
ment in algorithm is present in potential charging station set. If the charging
station is also present in given set then it is checked in step 4 that if wait time
and charge time for the two requests at the same station coincides. The overlap-
ping occurs if the time at which vehicle being verified arrives at the particular
station lies between the time when allocated vehicle’s arrival time and the time
when its charging gets complete. The additional wait time of the station being
checked is obtained by subtracting arrival time of vehicle that is being checked
and the allocated vehicle’s charging completion time. The additional wait time
is added to the given station in step 5. If some vehicle arrives at the given sta-
tion for charging then the updated wait time is used. Since we have added the
effecting charging time in a charging station the set of potential charging sta-
tions need to be sorted again in order of increasing effective charging time. This

process of sorting is done in step 9.

Complexity analysis

We evaluate the complexity of the exhaustive search method that find the opti-

mal solution of the problem and the proposed method as outlined below.

Exhaustive search: For the worst case analysis, every PEV request can have all
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charging stations as potential stations where they can be charged. The best solu-
tion requires an exhaustive search for all possible combinations of charging sta-
tions and requests. Thus, first request can have m possible charging station allo-
cation. For, every allocation of charging station to request 1, request 2 can have
m possible allocations totaling m *m allocation for first 2 requests. Similarly, for
N requests, the total number of searches are m * m x m...m*m (N times) = m”"
allocations. Thus, the complexity for exhaustive search to find the optimal solu-

tion is m”. Therefore, optimal solution can not be obtained in polynomial time

using exhaustive search.

Proposed Method: To evaluate the complexity of the proposed method, we need
to find the complexity due to all three algorithms and add them together to get
the highest order term. Further, in our analysis, we use the fact that a nested
loop with N steps in both inner and outer loop contribute O(N?) due to N?

steps and sorting process consisting of N elements contribute O(NlogN) [58].

First, we consider algorithm 5 that involves two loops; the inner loop executes
m times and outer one N times thus having complexity of order O(mN). Algo-
rithm 6 does the sorting in steps 1-4 that have complexity of O(Nlog(N)) +
O(Nmlog(m)). Algorithm 6 then repeats for every request N times. In ev-
ery iteration, we have summation term (steps 9 and 13) that processes request
from current request to other subsequent request. Therefore, these steps repeat
N+N—-1+N-2+..241 = w times, thus individually having complexity of
O(N?). The algorithm 7 is called in steps 9, 13, and 22 that contributes O(mN?)
due to combined effect of algorithm 6 and steps 1-8 of algorithm 7. Algorithm 6

and step 9 of algorithm 7 contributes O(N?mlogm) due to sorting process N2
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times. Thus, the complexity due to summation steps in algorithm 6 and updat-
ing charging time becomes O(N?) + O(mN?) + O(N?mlogm) = O(N*mlogm)
(dropping lower order terms). Further, summation and updating of charging
time steps are within the loops in steps 7-21 that execute m?* times. There-
fore, complexity due to algorithm 6 and 7 should be multiplied by m? (ex-
cept sorting terms that are outside inner loops in steps 7-21) so that it becomes
O(Nlog(N)) + O(Nmlog(m)) + O(m*N*mlogm) = O(m3N?logm). Adding
this complexity with that of algorithm 5, the net complexity due to all 3 algo-
rithm becomes O(mN) + O(m*N?logm) = O(m>N?logm). Thus, the proposed

method is solvable in polynomial time due to reduced search space.

4.3 Results

Both deep neural network and optimization algorithms are implemented using
simulation model in python The freeway segment in California I-680 has been
used for the analysis. We used the realistic traffic trace from the month of Octo-
ber 2017. The location of charging stations are randomly selected in the freeway

segment. For our analysis, we considered all the vehicles as PEVs.

For the neural network model, we selected parameters using random and greedy
search, as explained in section 4.1.3, such that the prediction error is low. Thus
we use a 3 layer neural network with 25 neurons in each hidden units. The
learning rate 7 and number of iterations are selected as 0.5 and 10000 respec-
tively. We chose the values of [ = 6, m = 5, n = 3 (Figure 4.4), and s = 2

(number of previous weeks). Relu activation is selected for hidden units and
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sigmoid for output unit. We consider about 80% of data set for training the

neural network and 20% for the testing the performance of the network.

Table 4.1: Simulation parameters for en route PEV charging

Parameter Value

SOC (current) 8 - 15 kWh

SOC (minimum) | 2 -5 kWh

SOC (required) | 15-50 kWh

Vehicle location | 0- 100 mile

Request time 0 - 15 minute

PEV avg. speed | 30 - 40 mph

Discharge rate 0.1-2.5kWh/mile

Charging rate 1-5kWh

Station location | 20 - 120 miles

For optimization unit, we collected requests in one time slot and found out the
average effective charging time of the PEVs if they were allocated charging sta-
tions based on the proposed method. Table 4.1 shows the parameters associated
with the PEV charging and discharging process that are used in experiments.
Within the given range the parameters are chosen arbitrarily. The requests are
collected in a period 15 minutes and assigned charging station. We run the pro-
posed optimization algorithm for 100 iterations and found the average effective
time. To determine if the given algorithms can be practically implemented we

also found their run-time.
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4.3.1 Performance metrics

For the prediction unit we compare the actual traffic y;,, and predicted traffic
Ujn at ju, charging station and different time slots 7,,. The difference between
actual and predicted traffic y;,, — gy, is also plotted. For different locations and
multi-step ahead predictions, we also evaluate the average of the absolute value

of errors and Root Mean Square Error (RMSE) between y;,, and 9; ,,.

For optimization unit, we compare the effective charging time obtained using
shortest distance-based method and proposed method. In shortest distance-
based method, PEVs charge themselves at the nearest charging station in their

direction of travel.

4.3.2 Prediction unit results

We evaluate the performance of the proposed neural network algorithm when
training is done at one location and the trained network is used for prediction
at different locations. Figure 4.5 compares the actual traffic y;,, and predicted
traffic y;,. Figure 4.6 captures the error between actual and predicted values.
As depicted in Figure 4.5, for the linear region of the graph the difference be-
tween actual and predicted values is almost negligible. However, the difference
becomes large near the peak values of the curve. The prediction error varies be-
tween 0-15% for different locations. Error reaches around 10-15% when there
is sharp variation in traffic flow. The average and RMSE error as shown in ta-

ble 4.2. Figure 4.7 and 4.8 portrays the variation in RMSE and average error



78

o
>

o
o

L]

M\

°

Traffic flow

Traffic flow

P g
.,

°
9

Traffic flow
o o
@

H
2
LN LG % E 0.4 3
5 @ i
2 - ] —— 02 e
01 © Predicted © Predicted 01 f © Predicted 2 © Predicted
> Actual ~ Actual ~ Actual > Actual
0
0 100 200 300 400 100 200 300 400 0 100 200 300 400 0 100 200 300 400
Time slot Time slot Time slot Time slot

(a) Location 1 (b) Location 2 (c) Location 3 (d) Location 4

o
o

Figure 4.5: A comparison of actual and predicted traffic

Error

: 0 100 200 300 0 100 200 300 0 100 200 300 0 100 200 300
Time slot Time slot Time slot Time slot

(a) Location 1 (b) Location 2 (c) Location 3 (d) Location 4

Figure 4.6: Prediction error

at 136 different locations while training is done at a single place. Figures de-
pict that the RMSE and average error values follow similar patterns at different
locations and also accurately predict traffic due to low error values. The aver-
age error varies between 1% to 8% and RMSE error between 0.01 to ~ 0.1 as

depicted in figures.

Table 4.2: Performance for training at one location and prediction
at other

Location | RMSE | Avg. error

Location 1 | 0.0280 | 0.0220

Location 2 | 0.0469 | 0.0368

Location 3 | 0.0345 | 0.0272

Location 4 | 0.0258 | 0.0209

Figure 4.9 and 4.10 show the performance of the algorithm when predicted data
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is used for the prediction for subsequent time slots. We use predicted data
to make up to 2 hours of advance prediction. Figures show that the average
and rmse error increases linearly with the number of time slots. However, the
maximum error that the network reaches is 10% which is still in an acceptable
limit. Thus, the prediction performance varies with the average error between

3% to about 10% when predicted data is used for the prediction.

4.3.3 Optimization unit results

We first change the number of charging requests and observe how the average
effective charging time changes. Figure 4.11 shows the corresponding variation.
There is a remarkable difference between the proposed method and the decen-
tralized minimum distance-based method. Specifically, for 50 requests the av-
erage effective charging time using proposed method is 0.65 times while for 500

requests it is about 0.037 times than that of minimum distance-based method.
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It can also be observed from the figure that the decentralized approach has ex-
ponential variation thus charging time increases rapidly on increasing number
of vehicles. On the other hand, the proposed method has a linear variation.
This is because rather than PEVs going to few congested charging station our
approach disperses charging station allocation among charging stations based
on their charging and discharging parameters. Therefore, the proposed method
performs much better for large number of requests as compared to minimum

distance-based approach.

Figure 4.12 show the variation in average effective charging time as number of
charging stations are varied for the constant number of PEV charging requests.
As expected the effective charging time decreases for both minimum distance
and set cardinality-based methods. It is 0.20 and 0.326 times using proposed
method than shortest distance method for 5 and 50 stations respectively. How-
ever, the graph for set cardinality method becomes almost parallel to the hori-
zontal axis and there is not much decrease in the effective charging time. Thus,

from increasing number of stations from 30-50 the proposed method shows the
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reduction of only 5.7 minutes. This deduce that for the scenario of the proposed
method less number of charging stations can be used without much degrada-
tion in the performance in terms of the charging time. Therefore, proposed

method not only decreases the charging time but also economically efficient

since it uses less number of charging stations to achieve better performance.
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4.3.4 Timing analysis
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Table 4.3: Prediction unit timing analysis

Location | Tirqin (8) | Tyrea ()
Location 1 | 304.98 0.0020
Location 2 | 361.61 0.0007
Location 3 | 361.61 0.0017
Location 4 | 426.27 0.0010
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Figure 4.13: Execution time of the proposed algorithms

Table 4.3 show the training (7},.;,) and prediction (7},.q) time for the neural
network at four different locations. The training time is around 5 minutes and
prediction time is around one-hundredth of seconds when algorithm is run in
4 core, 2.4 GHz processor, and ubuntu operating system . Since the network
needs to be trained only for single location, the training time of 5 minutes is
in feasible limit and does not introduce much computational overhead in the

performance of the prediction unit.

In Figure 4.13, the run-time of the optimization method is plotted. We run
proposed algorithms in 8 cores, 3.6 GHz and 4 cores, 2.4 GHz CPU processors.
The ubuntu operating system was used for running the model. It is observed
that the maximum execution time is 30 second that is negligible considering
that the requests are collected every 15 minutes. The figure depicts that the

runtime of the algorithm is less than 30 seconds for both configurations.
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4.4 Observations and remarks

This chapter highlights the importance of a scalable SDN-based network for
large scale and spatially separated dynamic network. The proposed predic-
tion unit not only estimates the future traffic accurately but is also efficient to
implement since it does not require training at multiple locations. The use of
predicted data to estimate long-term traffic also achieves good accuracy. Our
set cardinality-based optimization unit outperforms than the traditional min-
imum distance-based charging station selection. Simulation results validate
the effectiveness and implementation feasibility of the proposed method. The
prediction unit can further be improved by estimating other parameters like
power requirement at different charging stations, travel time estimation, and
cost prediction under dynamic pricing scenario. Thus, a user can be informed
in advance where he should charge his vehicle based on several estimated pa-

rameters.

The optimization unit can also be extended further. The optimization problem
considering the charging rate dependent on both PEV battery and EVSE can be
investigated. Also, in the state-of-the art technology, the PEVs can be charged
using different electric voltage levels, namely Alternating Current (AC) levels
1, 2, or 3 and Direct Current (DC) level 1 or 2 [7], [59]. Therefore, the efficient
use of the different charging levels, for en route PEVs, to reduce charging time

needs to be researched out.
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Chapter 5

Anomaly detection

The chapter 3 and 4 have described the PEV charging applications in the smart
city. The given PEV charging applications depend upon data like traffic count,
SOC level, vehicle speed, location etc. The data is transferred to a centralized
location where it is used to make a decision. However, there can be anomalies
in the data. Anomalies are any variation in the usual data pattern. For exam-
ple, anomaly in traffic sensor data can occur due to traffic congestion. In the
presence of anomalies, the application needs to make an alternate decision like
traffic rerouting. Therefore, detection of anomalies in the data is an important
problem. Further, itis also possible that an adversary may take control of sensor
data and manipulate it in the sensor itself or while data traverses from sensor
to cloud. Such manipulation will give rise to malicious anomalies. If malicious
anomalies are present then the application will make unwanted alternate deci-
sions. This will have an adverse effect in the performance of the application.
Therefore, finding anomalies and determining whether it is due to variation

in surrounding environmental conditions or malicious manipulation of sensor
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data is a critical problem for efficient provisioning of smart city-based applica-
tions. Due to its importance, from this chapter, we will discuss the anomaly

detection problem in the context of smart city in more detail.

Smart city, based on Internet of Things (IoT), envisions the presence of ubiqui-
tous devices and sensors for continuous measuring of environmental param-
eters [60], [59], [61]. In the context of IoT, detecting anomalies is difficult due
to the volume and variability of the data. Also, a large number of sensors are
present in IoT, making problem further difficult. The IoT devices generate data
having diverse patterns and characteristics. Therefore, developing anomaly de-
tector satisfying the need of every sensor is difficult. Figure 5.1 shows the ve-
hicular traffic near two different locations. It can be observed that the two time-
series differ significantly. Therefore, an anomaly detector developed for one of
them cannot be effectively used for the other. Thus, the traditional anomaly de-
tectors, that does not consider the diversity in the data and presence of a large
number of sensors, cannot be effectively used in the IoT domain. If conven-
tional methods are applied in the IoT domain, then a separate model is required
for each sensor. Such a system suffers from scalability issue due to the presence
of a large number of sensors in IoT. Therefore, for 10T, a scalable anomaly de-

tector needs to be researched out.

Further, several state-of-the-art anomaly detectors relies on different assump-
tions about the sample data-set. For example, the conventional Grubb’s test as-
sumes that the sample size should be large enough for high detection accuracy
[62]. The assumption about the sample size of data cannot always hold, and
therefore, it is not an effective method for every condition. Anomaly detectors

relying on statistical properties of sample data assume that the data comes from
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a particular distribution [63]. The assumption cannot always be true. There-
fore, although the statistical characteristics of a sample data-set are useful for
detecting anomalies, relying solely on them reduces their effectiveness. Many
anomaly detectors use supervised learning on training data having labeled (or
known) anomaly patterns [64]. However, due to diversity and volume of data,
the labeled anomaly patterns may not always be available. Therefore, super-

vised learning on existing anomaly patterns is not an efficient technique.

In this chapter, we spell out an anomaly detector that is scalable and does
not depend on the underlying assumptions about the sample data or labeled

anomalies. We employ Hierarchical clustering to impart scalability to the anomaly
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detector. Hierarchical clustering finds the correlated sensors and forms clusters.
The sensors in a cluster have similar measurement patterns and an anomaly de-
tector developed for one of them can be used for every sensor in a cluster. For
detecting anomalies, we partition time-series into segments so that the effect of
data distribution is minimized. We use robust statistics M-estimators coupled
with the LSTM neural network to detect anomaliesin a time series segment.
The proposed method that combines the M-estimators and LSTM neural net-

work can effectively detect up to 50% anomalies in every time-series segment.

5.1 Preliminaries

Before proceeding to the proposed methodology, we explain below the prob-
lem statements and the motivations for using Hierarchical clustering and Long
Short-Term Memory (LSTM) neural networks, in the context of the proposed

scalable anomaly detector for Internet of Things (IoT) sensors in smart city.

5.1.1 Problem statements

The anomalies in time-series data are the points in the sample that does not
have an expected value. The problem to find anomalies in IoT is divided into

two parts.

The different IoT sensors provide a diverse range of time-series patterns. There
are also a large number of sensors in IoT. Therefore, the first problem is to de-
termine correlated sensors in IoT. We propose to use Hierarchical clustering to

find the sensors that have correlated measurements. Once correlated sensors
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are obtained, the second step is to develop an anomaly detector for a correlated
cluster of sensors. Therefore, the second problem is to accurately find anoma-
lous points in the sample. We use Long Short-Term Memory (LSTM) neural net-
work coupled with the robust statistical analysis to find the anomalous points

or anomalies in IoT.

5.1.2 Hierarchical clustering

Hierarchical clustering is one of the many clustering techniques that is used for
the data analysis purpose [65]. We use Hierarchical clustering since it is flexi-
ble and has fewer assumptions about the underlying data patterns. The meth-
ods like K-means algorithm assumes that the number of clusters is known in
advance. The density-based methods like Density-Based Spatial Clustering of
Applications with Noise (DBSCAN) and Ordering Points to Identify the Clus-
tering Structure (OPTICS) are based on the different density between clusters
[66]. The distribution-based algorithm like expectation maximization method
assumes that the data comes from a particular distribution like normal or gaus-
sian [67]. Support Vector Machines (SVM) is also a popular mechanism, but it

is computationally expensive [68].

In the given context, we have a large number of sensors providing disparate
time-series patterns. The problem is to determine sensors that provide sim-
ilar measurement patterns. Thus, it is not known in advance the number of
correlated clusters of sensors. Additionally, we consider that sample distri-

bution is not known in advance. The clustering method should also be less
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computation-intensive. Since, the Hierarchical clustering is a light-weight and

non-parametric technique, it aptly fits in our problem.

In the Hierarchical clustering method, initially, all the data points are consid-
ered as an individual cluster. Subsequently, it repeatedly performs the two
steps. First, it identifies the two clusters that are close to each other. Then, it
merges those clusters to form one big cluster. The process is repeated until the
entire data-set is collected in a single cluster. Depending upon the variation in
the distance between two clusters that are being merged, the user can determine

the number of clusters for an application.

5.1.3 LSTM neural network

There are different methods for time-series analysis. For example, the Auto
Regressive Integrated Moving Average (ARIMA) is often used for time-series
analysis. However, LSTM network is found to be efficient in capturing long-
term relations between temporally separated data points in sequential data.
LSTM is suitable for time-series data analysis as it has memory units. Thus,
for non-linear and time-series data-sets the LSTM is often suitable as compared
to other methods [69]. Therefore, this chapter has used LSTM for the anomaly

detector problem.

LSTM neural network contain cells for processing data where each cell has in-
put, output, and forget gate. The gates keep track of amount of information
transferred from input to output and next cell. The input gate controls the ex-
tent up to which input value is passed to the cell, forget gate controls the infor-

mation to be remembered and passed to the next cell, and output gate controls
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Figure 5.2: Architecture describing anomaly detection process

the amount of information from input and previous gate to be used as the out-
put [69]. Thus, the cell in the LSTM neural network acts as its memory and

helps in extracting long-term dependencies in the data.

5.2 Anomaly detector architecture

Figure 5.2 shows the overview of the proposed model. The proposed model is
deployed at the centralized cloud unit. The measured data from spatially dis-
tributed sensors is transfered to the centralized unit for use in different appli-
cations [56]. In cloud, before using data for a specific application, it is analyzed

using the given model to detect the presence of anomalies.

The proposed model consists of the two modules, namely the sensor clustering
module and anomaly detection module. As shown in the figure, the time-series
data is first passed through the filter to remove noise and is then fed to the

clustering and the anomaly detection modules.
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The clustering process is performed offline on the recorded time-series data
from every sensor. We assume that the data used for the sensor clustering does
not contain any anomaly. Before clustering, we use the Principal Component
Analysis (PCA) on time-series to reduce its dimensions. Thus, the data fed to
the Hierarchical clustering has lower dimensionality and makes clustering pro-
cess computationally efficient. After PCA analysis, the Hierarchical clustering

determines the correlated sensors.

The anomaly detection module is performed both offline and online. During
offline phase, the LSTM neural network is trained on known data-set for its
optimized performance. During online phase, the module is used for detect-
ing anomalies. Anomaly detection module contains a statistical module (M-
estimator) and LSTM neural network module. The time-series data is first seg-
mented, and then on every segment statistical analysis is performed. The time-
series segment is also fed to the LSTM neural network for estimating range in
every segment. The LSTM neural network uses the processed information from
clustering module. The processed data from both the M-estimator module and
LSTM neural network module is combined in the anomaly detection to find
the anomalies in every segment. The following section describes the different

modules and their functioning in detail.

5.3 Methodology

We present below the detailed description of the proposed anomaly detector.
In our analysis, the time is discretized into the length of the interval 7, and

every such interval is called a time-slot. We use variable i, j, and k to denote
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location, day, and time-slot respectively. The sensor at location i is represented
using variable s;. Variable L represents the total number of sensors such that
i € {1,2,....,L}. The data is stored in a matrix n. The values in matrix n are

transformed by normalizing them between 0 and 1 using the min-max scaling.

The measured value at location 7, day j, and time-slot k is represented using
variable n; ; . Subscript ”_" is used to represent time-series. If one or more sub-
script (i, 7, or k) in n; ; is replaced by ”_” then the corresponding variable rep-
resents the time-series vector containing all the values of the replaced variable.

For example, the time-series representing measured sensor data at location i on

bR

day j is given as n; ;. Here, the variable for the time-slot (k) is replaced by
and thus represents the data for every time-slot. The first element of vector n; ;
is the sensor data in the first time-slot, the second is the second data in second
time-slot and so on. Similarly, n; _ is one big vector that represents the sensor
data in a time-series format at location : for all days and time-slots. To represent
the values for a range of time-slots between k and k + x (z is an integer), we use
k_k + z in the subscript. Thus, the vector n; ; ;. 1+, represents the sensor data
between time slots k to k + z. Similar notation is used for representing range of
days and locations. In this chapter, we use symbol ” x ” to denote scalar mul-
tiplication between two numbers or between a number and a vector/matrix.
Dot product and element-wise multiplication between two vectors or matrix is

represented using symbol ”.” and ” * ” respectively.

The time-series data (n; ;) contains noise. To reduce the effect of noise, the n; ;
is passed through the moving average filter. As shown in Figure 5.2, the time-
series is passed through a noise removal filter. Filtered data is used in clustering

as well as in the anomaly detection module. For detecting anomalies, the first
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step is to find the cluster of correlated sensors and is described in the following

section.

5.3.1 Clustering module

We reduce time-series vector near every sensor to a low dimensional repre-
sentation using Principal Component Analysis (PCA). Reducing time-series to
a low dimensional representation makes Hierarchical clustering in the subse-
quent step computationally efficient. Thus, the Hierarchical clustering, instead
of using entire time-series vector, uses its low dimensional representation and

is computationally efficient.

Principal Component Analysis

For clustering, we use the time-series data for one week from every sensor.
The vector representing weekly time-series data is represented using variable
v;, where v; = n;; 7. The vector v;, for every i, is processed using Principal
Component Analysis (PCA) and reduced to a low cardinality representation

while preserving patterns in the original sample.

PCA is an unsupervised machine learning algorithm that is used for data anal-
ysis [70]. It reveals the hidden structure in high dimensional data-sets and pro-
vides a low-rank approximate matrix, given the original matrix. Since it is an
efficient dimension reduction technique, we use it to extract the dominant com-

ponents of the time-series vectors.
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We use the matrix V, such that V' = {vy, vy, ...v1}, for reducing the cardinality
of every v; vector. v; is a row of V' and represents the sample data for one sen-
sor. Since there are L number of sensors, the number of rows in matrix V' are
L. The number of columns is the cardinality of vector v; and is represented as
D. The primary objective of PCA is to find a d dimensional coordinate system,
where d < D. The coordinates in the new subspace are orthogonal to each other.
Also, they are linear combinations of the sample data and maintains maximum
variability in data points. Mathematically, the problem is to find V such that
V = V.P, where the dimensions of P are D x d. For the given time-series repre-
sentation, we determine the different principal components such that the first

principal component is one in the direction provided by equation 5.1.

P = arﬂqnmlax{&(vi.p)Q} (5.1)
pll=

The value of p that maximizes the right hand side of the equation 5.1 is the
tirst principal component p;. In equation 5.1, the term v;.p is the projection of
vector v; in the direction of unit vector p. The objective is to find the direction
p1 that maximizes the variability of the vectors v;. Proceeding similarly, if first
d — 1 principal components are determined, the d;;, principal component is one
of the residuals. The residual is obtained by removing the data mapped into
the d — 1 directions. Thus, dy, principal component p, is obtained as given in

equation 5.2.

P = arﬁnmlaxll(V — S V(pip])) 2l (5.2)
e
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Once the principal orthogonal axes are determined, the transformed data in

their direction is obtained using equation 5.3.

~

V=vp (5.3)

It can be proved that the first d principal components of V" are the top d eigen-
values in the covariance matrix of V. However, the proof is beyond the scope of
this chapter and can be found in [70]. For the given data, using PCA, we have

reduced the cardinality of vector v; by 61%.

Hierarchical clustering

The matrix V is used to perform Hierarchical clustering and find correlated
sensors. Hierarchical clustering is an unsupervised non-parametric clustering
method that can be used to group objects according to similar patterns and put
them in a cluster [71]. Every row of V represents reduced data sample for a
sensor. Since the number of sensors are L, the number of rows in V is also
equal to L. The clustering process for finding similar sensors is explained in

algorithm 8.

Algorithm 8 Hierarchical clustering

Input: Reduced matrix- V/

Output: Clusters- ¢
1: Assign each data sample to a single cluster.
2: repeat

3:  Find the two most similar clusters.

4

5

Merge clusters obtained in step 2.
: until A single cluster is obtained.
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The clustering process begins by assigning every row of V to a cluster. Thus,
in the beginning, we have as many clusters as the number of sensors L such
that every cluster has a single element. In successive steps, the two clusters
which are similar to each other are merged to form a single cluster. Thus, as the
algorithm progresses, the number of clusters decreases. The merging process

continues until a single cluster is formed.

To find the similarity between two clusters, euclidean distance between clus-
ter centroids is used. The two clusters having minimum euclidean distance
between their centroids are merged in each step. For a cluster having single
element, centroid is the value of multidimensional vector (row of V). If it has
more than one element, its centroid is obtained by taking the average or cen-
ter point. The average is obtained across each principal directions (columns
of V). Thus, if any two row in V are in a cluster then its centroid is obtained
as the vector whose elements are the average of values in every column of the

corresponding rows.

Dendrogram and number of clusters

Figure 5.3 shows the dendrogram plot explaining cluster formation process for
a set of vehicular traffic sensors. The lowest end of the plot (leaf) represent
single sensors. The vertical lines that are combined to a single point show the
two clusters being merged. The vertical axis represents the euclidean distance
between the cluster centroids. The difference in height of the vertical lines, that
are combined, is the distance between two clusters. If a horizontal line is drawn

through the plot, then the number of clusters, before the merge at the particular
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level, is equal to half the number of times the horizontal line cuts the vertical

lines.

The number of clusters are selected such that the distance between the clusters
being merged is less than a certain threshold value. If the threshold distance
is low (at the lower end of the dendrogram plot), large number of clusters are
formed. In this case, the samples within clusters will be very similar to each
other. On the other hand, if the threshold distance is significant, the number of
clusters will be less, but the samples within the cluster will have high variabil-
ity. Thus, the number of clusters depends upon the chosen threshold value. The
variation in the euclidean distance between clusters being merged is plotted in

Figure 5.4. To select the number of clusters, the point where there is an abrupt
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change in the slope of the graph is chosen as the threshold distance. As we can
see from the Figure 5.4, the slope of the curve has an edge at three points, where

distance approaches 2500, 3500, and 5500.

One of these points can be chosen as the threshold distance to determine the
number of clusters. As explained above, for lower threshold distance 2500, the
number of clusters will be more with less number of samples in a cluster, but
points within a cluster will be close to each other. For higher threshold value
(5500) the cluster size will be significant with high variability of sample points

within cluster elements.
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Cluster center

The cluster center can be obtained using various alternatives, like ward, av-
erage, single, complete, or centroid [71]. In this chapter, we chose centroid
because it was found to provide the highest cophenetic correlation coefficient
cc. A higher cophenetic correlation coefficient implies that the clusters better

represent the original data-set [72].

The cophenetic correlation value is determined as the linear correlation be-
tween the original pairwise distance between the sample V' and the distances
obtained from the dendrogram plot. Thus, if Y represents the vector containing
pairwise distance of the elements in V and Z represents the euclidean distances
between clusters where two points are first merged, then the cophenetic corre-
lation coefficient is obtained as in equation 5.4. Here, Y, is the distance between
s, and ¢, original observation in V and Z,, is the distance between height of
the dendrogram plot when s;;, and ¢,;, point are first combined in a cluster. Vari-

ables y and z are the average of Y and Z respectively.

_ Es<t(Ytst - y) X (Zst - Z)
\/Zs<t(Y:9t - y)2 X Zst(Zst - 2)2

cc

(5.4)

5.3.2 Anomaly detection

The obtained clusters are used for detecting anomalies in time-series data. The
anomaly detector is developed for every cluster of sensors. The given model
is scalable because an anomaly detector is used for many sensors. We describe
below the combination of LSTM neural network and M-estimator for detecting

anomalies in time-series data. The following analysis is for a cluster of sensors.
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The trained LSTM neural network can be used for any sensor in the particular
cluster. Thus, there are as many models as the number of clusters obtained

during clustering analysis.

Segmentation

As shown in Figure 5.2, for detecting anomalies, we first segment time-series.
The time-series vectors are split into length of equal intervals I'. The segments
are used for detecting anomalies. In a segment, we assume that 50% of the sam-
ples near median are true values. Thus, we verify for anomalies in lower and
upper ends of the segment. For example, if values in a time-series segment are
sorted in increasing order of magnitude, then half of the values in the middle
portion are considered as true values. The other half (25% at lower and 25%
at upper ends) values may contain anomalies. A particular segment starting at
time-slot & is represented using the variable s, = {n; j, 7 jk+1,-..-7i jr+r ). FOr
convenience, we omit the subscript < and j in s;. The segments of time-series
are fed to the M-estimator for statistical analysis. Time-series segments are also
used by the LSTM neural network for estimating deviations in it. The statistical

analysis and estimated deviation are combined to find the anomalies.

M-Estimator

The statistical analysis is performed on a time-series segment. We determine the
M-estimator value for a segment. M-estimator is the robust statistical measure
of a sample data-set [63]. The critical properties of the M-estimator is that it is

resilient in the presence of anomalies and does not depend on samples having
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normal distribution. Thus, even if the anomalies are present, the M-estimator
value is expected to be constant. In contrast, statistical properties like mean is
not robust against anomalies because the true sample mean changes even in the
presence of a single anomaly. For a segment, the M-estimator is obtained as the

solution of the equation 5.5.

Eiiiﬁ(—ni;’(’;;)“ )=0 (5.5)

The denominator o(sy) is a function on s; and gives initial estimate of the solu-
tion. The solution y of the equation is the robust M-estimator 1, for segment s;.

¢ is a real valued Huber function {(a) = a x min(1, ‘72'), where b is a constant.

The M-estimator is used to find the deviation d;, for a time-series segment. For
segment sy, the deviation from the robust M-estimator 1, is found using equa-

tion 5.6.

dy, = maz(|ng g, — pil, [0 g1 = el - |nig e — pl) (5.6)

We use quantities sy, 11, and dy, for training the LSTM neural network. That is
based on the values sy, py, and dy, a neural network model is developed that
assists in determining anomalies in time-series segments. The detailed analysis
of LSTM neural network and subsequently the anomaly detector is provided in

the following sections.
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Figure 5.5: LSTM neural network
LSTM neural network

We describe the LSTM neural network that is used for predicting deviation from
robust M-estimator. Equation 5.6 shows the actual deviation from M-estimator
in a time-series segment. However, in the presence of anomalies, actual devi-
ation in the segment is different as calculated using equation 5.6 because the
sample points are not true values but anomalies. Thus, the proposed method
predicts the deviation from the M-estimator d}, rather calculating it using equa-

tion 5.6.

From segment s, we find the vector s}, containing 50% of s;, elements near the
median. The elements of the vector s}* are represented as s}'(1), s7*(2),..., and
so on. Since the cardinality of s;, is I, the vector s}* has the cardinality I'/2. The

prediction problem is, given the input s}’, design a LSTM neural network to
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accurately estimate d,.

The LSTM neural network architecture is shown in Figure 5.5. The LSTM neural
network has cells that process the inputs fed to it. The cells are sequentially
joined to each other to form a chain as shown in the figure. Each such chain
is called a layer of the LSTM neural network. The multiple layers are stacked
above each other such that output of a layer is the input for layer above it. The
cell has a memory called as its state. The LSTM cell processes the data based on

an external input, output of the previous cell, and state of the previous cell [73].

The variable ¢ is used to represent a cell. Thus, the cells adjacent to ¢, in same
layer, are t — 1 and ¢ + 1. Every cell has forget, input, and output gates. Forget
gate determines the information from the previous cell to be discarded in the
current cell. The input gate determines the information from the current input
to be saved. The output gate determines the amount of information to be passed
to the next stage. Each gate receives external input (an element of vector s} )
and output from the previous cell. If r is a number between 1 and I'/2, gates
process the input as given in equation 5.7, to get the outputs, f;, i;, and o;, of

forget, input, and output gates respectively, for cell ¢.

fe =04 X (Ws.sT(r) + Us.hi—1 + by) (5.7a)
it =04 X (WZS:'L(T) + Ui-ht—l + bz) (57b)
op =0, X (Wo.sT'(r) + Up.he—1 + b,) (5.7¢)

Here, W;, W;, and W, are the weight matrices between external input and the
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three gates. Uy, U;, and U, are the weights between output from cell £ — 1 and
the gates. by, b;, and b, are the bias vectors, h;_; is the output from the cell ¢ — 1,

and o, is the sigmoid activation function.

The memory of LSTM cell (cell state) is evaluated using equation 5.8, where W,
and U, are the weight matrices and b, is the bias vector. The cell state depends
upon current external input s*(r), output of ¢t — 1 cell h,_;, and state of the ¢ — 1
cell C;_;. As depicted in equation 5.8b, the cell ¢ forgets some information from
state of the cell ¢ — 1 (term f; * C;_1) and keeps some information from current

input and output of the cell t — 1 (term 7, * ét), to get the updated state C.

Cy = tanh(We.s7(r) 4+ U..hy_y + be) (5.8a)

Co=fixCpy+i%C, (5.8b)

The output of a cell depends upon the output gate (0;) and cell state C;, is given

in equation 5.9.

ht = Ot * ta/nh(ct) (59)

The above analysis is for a single cell in a layer (input layer). The outputs of

cells in a layer are the external inputs to the cells in layer stacked above it.



105

LSTM neural network design

In the given prediction problem, the vector s}" is the input and dj, is the output
to the LSTM neural network. The cells in the input layer of LSTM neural net-
work are added based on the cardinality of the vector s;’. Since, for an input
vector s}, there is a single valued output d}, a neuron is added at the output.
The outputs from the uppermost LSTM layer is fed as input to the feed-forward
neuron. The output of the neuron is the required predicted deviation d,. Due
to data normalization, the output value ranges between 0 to 1. Therefore, the
activation function of the output neuron is chosen as tanh, as it is a continuous
function and its range include required limits between 0 and 1. Between input
layer and output neuron, three LSTM layers are added so that the network ac-
curately predicts the d} value. The activation function for LSTM cells is also

chosen as tanh.

Initially, the LSTM neural network operates in training phase to set its weights
and biases to optimum values. Once the network is trained, it is used for pre-
dicting deviation. The training phase is an offline process that uses the known
input vectors s} and output values dj,. The quantities s}* and d;, are collected
for one week data. During the training phase, the weights and biases associated
with the network are adjusted so that the difference between predicted devia-
tion d; and the actual deviation dj, is minimum. Thus, the input s}" is fed to
the network to obtain the output d}. Then, based on the mean squared error
between predicted d; and actual dy, the weights of the neural network are ad-

justed. For neural network training, we tested different optimization methods,
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like Adam, Adagrad, Adadelta, Gradient descent, and RMSprop [74]. Our anal-
ysis resulted in using Adam optimization since it converges fast as compared
to other methods. For training purpose, all the input vectors are collected in a
matrix X such that a row of X is one input vector s;'. The network is trained for
10000 iteration. To avoid the over-fitting of the network, we selected a dropout
of 20% [75]. Thus, in every iteration, 20% of the weights in each layer are ig-
nored and not updated. Once the weights are optimally updated such that the
error between expected and known output is very low, they are saved and rep-

resent the proposed trained model for a cluster of sensors.

The trained model is used in prediction phase, when the anomaly detector oper-
ates. During prediction phase, a vector s} is fed as input to the neural network.
The output provides the estimated value of the deviation from the M-estimator
d},. The following section describes how the M-estimator and predicted devia-

tion dj are combined for detecting anomalies.

Anomaly detector

The process of finding anomalies using M-estimator and LSTM neural network
is described in the algorithm 9. The algorithm takes time-series segment s;, as
input. It uses a hyper-parameter o to determine the expected range of values
within which a segment lies. The algorithm employs trained LSTM neural net-
work models. There are as many LSTM neural network models as there are the
number of clusters. The algorithm provides the number of positive 7,, nega-

tive 7,, and the total number of anomalies 7,. Positive anomalies 7, have value
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Algorithm 9 Anomaly detector algorithm
Input: Time-series segment- s,
Hyper-parameter- o,
Trained LSTM neural network models
Output: Number of anomalies- 7, 1,,,
1: py = Find_Mestimator(sy)
2: df = Find_Deviation(s}")
3 Mpy Moy Mt =10
4: forr <~ 1toI' do

5. if s(r) < pp — o x d}, then
6: nn:nn+1777:77+1
7. end if

8 if s(r) >y + o x d}, then
9: mw=m+tLn=n+l
10:  end if

11: end for

higher than the expected maximum value of a segment. Negative anomalies 7,

have value less than the expected minimum value.

In step 1, algorithm determines the M-estimator i, for the time-series segment
sg. Here, it should be noted that s, may contain anomalies. Thus, using M-
estimator is useful as it is robust against the presence of anomalies. Then, step 2
finds the deviation d} using the LSTM neural network model. For determining
deviation, out of different LSTM neural network models, one for the cluster in
which segment s;, belongs is chosen. The number of anomalies is set to zero in

step 3.

After that, steps 4-11 iterates for every element of s;. In step 5, the algorithm
checks whether an element is less than the expected minimum value. The ex-
pected minimum value is set to p, — v x df. If the point is less than the expected
minimum value, it is considered as a negative anomaly. Correspondingly, the

negative and total number of anomalies are incremented in step 6. Similarly,
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step 8 verifies if a point is more than the expected maximum value i, + o x dj.
If the condition is satisfied, the values of the positive and the total number of
anomalies are incremented in step 9. Tunable hyper-parameter « is adjusted to

get the different range of expected minimum and maximum values.

5.4 Results

This section describes in detail the evaluation results of the proposed method.
We test the performance of the anomaly detector using two different data-sets;
1)vehicular traffic count and 2) environmental pollutant Carbon Mono-oxide

(CO) level.

5.4.1 Materials and methods

The vehicular traffic data used for testing the given method is collected from
the Performance Measurement System (PeMs). PeMs provides freeway traffic
at California Highways [56]. The pollutant level is obtained from the California
Air Resource Board [76] website. We implemented the simulation atmosphere
in a Python-based framework. In our frame-work, different python tools and
libraries are employed. The clustering module is implemented using Python-
Scikit tool [77]. The LSTM neural network is developed using Keras framework
running on top of the TensorFlow environment [74]. The simulation is executed
in Ubuntu 16.04 operating system running on Intel Core-i5 processor at 2.60

GHz and containing four cores.
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We simulate anomalies using the mean of the standard deviations in the train-
ing data segments. The average of the standard deviations in all s; vectors is
obtained for training sample. The anomalies proportional to the obtained aver-

age are injected in the test data.

5.4.2 Evaluation metrics

The efficacy of the proposed method is evaluated using precision P, recall R,
and F-measure F'. The precision is the ratio of true positives ¢tp and the sum of

true positives tp and false positives fp (equation 5.10).

t
p=—"
tp+ fp

(5.10)

The recall R is the ratio of true positives ¢p and the sum of true positives ¢tp and

false negatives fn and is calculated using equation 5.11.

t
R=_—"
tp+ fn

(5.11)

The F-measure is obtained using Precision and Recall values as given by equa-

tion 5.12.
PxR
P+ R

F=2x (5.12)

To find F-measure, we put equal weight to precision and recall values. The
generalized form of F-measure is given in equation 5.13, where the parameter
S > 0. The F-measure is said to be recall-oriented, if § < 1, and precision

oriented, if 5 > 1 [40].
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PxR

b= o pr

(5.13)

5.4.3 Performance evaluation

We evaluate performance as the magnitude of anomalies increases for both the
data-sets. In table 5.1 and 5.2, the first column represents the strength of the
injected anomalies. For example, mean_std_.5 is the actual value of data plus

0.5 times the mean of recorded standard deviation in the training data.

Table 5.1: Analysis for positive anomalies

Vehicular traffic | Air pollutant
P R|F | P|R]|F
mean_std_.5 | 0.89 | 0.55 | 0.68 | 0.95 | 0.7 | 0.81
mean_std_2 | 091 [ 0.72 | 0.8 | 0.96 | 0.86 | 0.91
mean_std_3 | 0.93 | 0.89 | 0.91 | 0.97 | 0.99 | 0.98
mean_std_4 | 093 | 096|094 | 097 | 1.0 | 0.98
mean_std_5 [ 093 099 [ 096 | 097 | 1.0 | 0.98
mean_std_6 | 0.93 1 0.96 | 0.97 | 1.0 | 0.98
mean_std_7 | 0.93 0.96 | 0.97 | 1.0 | 0.98
mean_std_8 | 0.93 096 | 097 | 1.0 | 0.98
mean_std_9 | 0.93 096 | 097 | 1.0 | 0.98
mean_std_10 | 0.93 096 | 097 | 1.0 | 0.98
mean_std_11 | 0.93 0.96 | 0.97 | 1.0 | 0.98
mean_std_12 | 0.93 0.96 | 0.97 | 1.0 | 0.98

Strength

o e Y (=Y Sy gy

Table 5.1 depicts the performance measure in the presence of positive anoma-
lies. From the table, we can observe that as the magnitude increases, the per-
formance of the anomaly detector improves for both vehicular traffic and pol-
lution level data. It can be observed that the recall values are close to 1 in most
of the rows. It led to conclude that the number of false negatives are negligi-

ble. The precision values are also high for different magnitudes. The maximum



111

precision value for vehicular traffic is 93% while for air pollutant is 97%. The
F-measure approaches 96% for vehicular traffic and 98% for air pollutant data.
Thus, the metrics show that the given method accurately detects the anomalies

for different data-sets and has a negligible number of false negatives.

Table 5.2: Analysis for negative anomalies

Vehicular traffic | Air pollutant
P \ R \ F P \ R \ F
mean_std_.5 | 095 | 0.5 | 0.66 | 0.86 | 0.22 | 0.35
mean_std_2 | 097 | 0.72 | 0.83 | 0.97 | 0.29 | 0.45
mean_std_3 | 099 | 09 |0.94 | 099 | 0.76 | 0.86
mean_std_4 | 098 [ 095 | 0.96 | 099 | 1.0 | 0.99
mean_std_5 | 097 [ 099 | 0.98 | 098 | 1.0 | 0.99
mean_std_6 | 0.98 | 098 | 0.98 | 0.97 | 1.0 | 0.98
mean_std_7 [ 0.99 | 098 | 098 | 0.97 | 1.0 | 0.98
mean_std_8 | 098 | 0.99 | 098 | 0.97 | 1.0 | 0.98
mean_std_9 | 0.99 | 099 | 0.99 | 096 | 1.0 | 0.98
mean_std_10 1099 | 1 |0.99 | 096 | 1.0 | 0.98
mean_std_11 1098 | 1 |0.99 | 097 | 1.0 | 0.98
mean_std_12 1098 | 1 |0.99 | 097 | 1.0 | 0.98

Strength

Table 5.2 presents the performance analysis for negative anomalies. The algo-
rithm effectively captures the negative anomalies too in the sample. The preci-
sion values approach 95% for vehicular traffic count and 99% for air pollutant
data. For high injected magnitude, the recall values become 100% for both the
data-sets. The corresponding F-measure also approaches to 98% for traffic and
pollutant data. Thus, for negative anomalies also the performance measure in

terms of precision, recall, and F-measure values are high.

Further, we observe the performance when both positive and negative anoma-
lies are present. For this case, the percentage of anomalies is varied, and the

metrics values are given in table 5.3. We observe that the performance in terms
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Table 5.3: Analysis as percentage of anomalies vary

% anomalies Vehicular traffic Air pollutant
° P[R]F | P]RIJ]TF
8.3% 0.88 | 0.97 | 0.92 | 0.85 1 0.92
16.7% 098 | 0.96 | 0.97 | 093 | 0.97 | 0.95
25% 099|096 | 097 | 096 | 095 | 0.95
33.3% 1 0.96 | 0.98 1 0.97 | 0.98
41.7% 1 0951097 {099 | 095|097
50% 1 0.96 | 0.98 1 0.98 | 0.99
méan_std — Precision ‘ méan_std_O.S — Precision
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Figure 5.6: Comparison of performance metrics as « varies

of the three metrics improve as the number of anomalies increases. For exam-

ple, the precision approaches to around 1 for both data-sets.

Thus, the table 5.1-5.3 concludes that the given method accurately detects anoma-
lies, has less number of false positives, and as the percentage of anomalies in-

creases accuracy increases.
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5.4.4 Performance analysis as parameter « is tuned

Figure 5.6 shows the variation in performance metrics as the parameter « in
algorithm 9 is tuned. We plot the graphs for 4 different strength of injected
anomalies. The figure portrays that for a low value of o, recall is better than the
precision. However, as the value of « increases, the precision becomes higher
than the recall. Also, as the magnitude of anomalies increases, the plots become
parallel to the horizontal axis, and the performance of the anomaly detector
improves. Thus, the value of a, where the three metrics are equal to each other,

increases on increasing the injection magnitude.

The figure infers that for an application requiring low false negatives, the «
should be set to a low value. On the other hand, applications requiring low
talse positives, o can set to a high value. Thus, the parameter a can be tuned,
satisfying the need of an application. Further, for effectively detecting anoma-
lies of low strength, a can be tuned to a small value. However, for detecting

anomalies having high strength, o can be set to a high value.

5.4.5 Performance analysis as cluster size varies

Figure 5.7 shows the performance variation as the threshold euclidean distance
increases for different magnitudes of anomaly strength. As we presented earlier
in section 5.1.3, on increasing the euclidean distance, the number of sensors in a
cluster increases and thus the system scales up. Figure interprets that the accu-
racy decreases as the threshold euclidean distance (cluster size) increases. For

small cluster size, the accuracy is greater as the model can better represent less
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Figure 5.7: Performance metrics as euclidian distance varies

number of sensors within a cluster. For large cluster size, the sensor diversity
within a cluster increases, and due to this, the accuracy decreases. Furthermore,
for high strength of injected anomalies, there is a smaller decrease in accuracy
as euclidean distance increases. This is because those anomalies tend to be eas-

ily detected.

Figure 5.8 shows the number of models required to be developed as euclidean
distance increases. For low euclidean distance, the number of clusters is large,
and thus the number of required models are large. Therefore, computational
effort is high. For high euclidean distance, the number of clusters is small, and
thus the less number of models are required, and the computational effort is

low.

Thus, Figures 5.7 and 5.8 show that as the threshold euclidean distance or clus-
ter size increases, the accuracy decreases, and the number of models to be de-

veloped becomes low, requiring less computational efforts. Therefore, there is
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a trade-off between performance and computational efforts.

5.4.6 Comparison with other approaches

We compare the proposed method with statistical-based techniques. The Gen-
eralized Extreme Studentized Deviate (GESD) test is used as a benchmark for
the performance comparison [62]. Traditionally, GESD uses the mean and stan-
dard deviation of the sample as a statistical measure. The median and median
absolute deviation (MAD) have also been used in GESD test [78]. We evaluate
the proposed method against the above methods such that using mean (and
standard deviation) and median (and MAD) in GESD. Furthermore, we also

test the performance using M-estimator and deviation from it in GESD. The
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Figure 5.9: Precision comparison for traffic data

comparison for the different metrics is provided in Figures 5.9-5.11 for vehicu-

lar data and in Figure 5.12-5.14 for pollutant data.

Figures 5.9 and 5.12 show that the proposed LSTM neural network and M-
estimator based method outperforms the GESD-based techniques irrespective
of the statistical measure chosen. For GESD, using mean and standard devia-
tion as statistical properties provides the highest precision values, that is lower
than the proposed method. It should be noted that, by tuning «, the precision
can be further improved, but at the cost of the recall. The GESD-based methods
do not have such tunable parameter, and thus, the obtained precision values

are fixed.
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Figure 5.11: F-measure comparison for traffic data
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Figure 5.12: Precision comparison for pollutant data
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Figure 5.13: Recall comparison for pollutant data

Figures 5.10 and 5.13 compares the recall values for both the data-sets. As
shown in the figure, for the low strength of the anomalies, using GESD with M-

estimator and deviation from it provides the highest recall. For high strength,
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the recall is comparable for different methods. However, as shown in figures 5.9,
5.11,5.12, and 5.14, precision and F-measures are lowest when using GESD with
M-estimators. Thus, although the GESD with M-estimator and deviation from
it provides comparable recall, it is not a viable option since the performance of

the other two metrics deteriorates significantly.

Figures 5.11 and 5.14 compares the F-measure of the GESD-based techniques
and the proposed method. The figures show that regarding F-measure, the
given method outperforms different GESD-based techniques. Therefore, as pre-
sented, the proposed anomaly detector has better performance as compared to
the statistical-based techniques in terms of precision, recall, and F-measures.
Also, the proposed method is scalable and can be tailored according to the ap-
plication requirements. The flexibility is not available in the statistical-based
techniques, and thus the given architecture is better than contemporary meth-

ods.
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Figure 5.14: F-measure comparison for pollutant data
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5.4.7 Computation complexity

In the given anomaly detector, first, we train the LSTM neural network, and
then it is used for the operation. While training phase is computation-intensive
and takes a longer time, it is performed only once. The average time the anomaly
detector takes, during the operating phase, to perform a test on a segment is
0.18 seconds. Thus, operating phase still takes a pretty low execution time.
Furthermore, we tested the performance using limited computing resources.
The deployment of the algorithm in the cloud is expected to further reduce ex-

ecution time because of the presence of a large pool of computing resources.

5.5 Observations and remarks

This chapter has highlighted the importance of a scalable anomaly detector for
smart city-based automated applications. We presented an anomaly detector
that not only accurately determines the anomalies but is also scalable. The
performance of the proposed architecture is tested on two different data-sets.
The obtained results show that our method has high precision, recall, and F-
measure values. The given anomaly detector can be tuned according to the ap-
plication’s performance requirement, and either precision or recall values can
be further improved. The performance is also tested as the number of sensors
in a cluster increases. There is a trade-off between performance and computa-
tional efforts as the cluster size increases. The proposed method outperforms

the contemporary methods that use statistical properties of the sample.
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Chapter 6

Performance analysis of a traffic
prediction application in the

presence of malicious anomalies

The anomalies in time-series data can occur due to either variation in surround-
ing environmental patterns or the data falsification attacks. Data falsification
attacks are the kind of vulnerabilities where some measured values are intel-
ligently altered so that the associated system behaves abnormally [39]. Such
attack can severely hurt the performance of the prediction method and affect

the proactive intelligent decision making by smart city based applications.

Anomalies due to data falsification attack can either be limited to few sensors or
an orchestrated attack on several sensors can be launched. Since the sensor data
may be spatially and temporally correlated, an attacker can intelligently target
correlated group of sensor nodes. The attack can be launched by nefarious ad-
versaries, like business rivals or organized criminals [79], seeking long-term

benefits. These adversaries are equipped with the resources that can bypass the



122

cryptographic security mechanism [39]. For example, an adversary can alter
predicted traffic count near some electric vehicle charging station by changing
historical traffic count values in the correlated group of sensors. This can lead
to mismatch between energy supplied from the smart grid and actual energy
demand at a charging station. Also, the estimation of the wait time for an elec-
tric vehicle at a specific charging station may go wrong resulting in charging
service provider giving incorrect information to the customers. Albeit, the cus-
tomer’s trust in that service provider can be affected resulting in revenue loss

for that company.

The problem of determining anomalous data points due to data falsification at-
tack in traffic count is complicated because of several reasons. The amount of
data from the sensors is of enormous quantity such that manually analyzing
the data is infeasible. Additionally, the possible types of attacks that an attacker
can introduce is generally not known in advance. An attacker can intelligently
attack a group of sensors without affecting the statistical properties, like mean,
mode, and periodicity, of the data points to a considerable extent. Moreover,
the sensor data like traffic count is affected by external factors like climatic con-
ditions, events, construction, or emergency situations. These conditions may
cause the sensor data to behave abnormally. Therefore, distinguishing whether
the anomaly is due to data falsification attack or external factors makes detec-

tion of such vulnerabilities complex.

This chapter analyzes the problem of malicious anomalies due to data falsifi-
cation attack for the traffic prediction system. Since deep learning has been
found as an efficient technique to predict both short and long-term traffic accu-

rately, [80], [81], [82], the chapter uses a multilayer neural network as our traffic
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prediction algorithm. The chapter investigates the impact of data falsification
attack on the performance of the deep neural network algorithm. The chap-
ter also discuss the amount false injection that an attacker should introduce to

cause any noticeable error in prediction performance.

6.1 System model for performance analysis

System model consists of en route vehicles in a specific part of the city. The road
network is divided into zones based on their spatial location. Loop detectors
are installed along the road to measure traffic volume and speed of the vehicles.
The loop detectors continuously measure the data and the aggregate data over
a periodic time interval 7 is sent to the centralized edge server. Edge server
brings the cloud computing capabilities near the user and is used for analysis
and storage of the data [83]. The proposed edge server has analytical modules
like advance traffic prediction that predicts the future traffic counts and thus
supports applications like charging station allocation for PEV charging [16],
efficient traffic routing, or traffic speed management [84]. The processed in-
formation is transmitted either to the vehicle’s dashboard or the user’s mobile
phone. The filtered information from the edge server is sent to the remote cloud

for making long-term analytical decisions like city planning and management.

An adversary may target a group of loop detectors over a time interval I', such
that data sensed from the loop detectors is corrupted, and the incorrect infor-
mation is sent to the edge server. Because of that, the analytics hosted at the
edge platform performs adversely affecting the performance of different ser-

vices. Additionally, the small anomalies added at the sensors get cumulated at
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Figure 6.2: Effect of attack as percentage of values in input vector
are varied

the cloud and may also impact the long-term decision making at the cloud. To
address this issue, the chapter proposes an anomaly detector that is placed in
the edge server. The incoming data from loop detectors is first analyzed by the

anomaly detector to find if it is a clean data. After analysis, filtered data is sent

to the analytic applications for assisting different services.
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6.2 Prediction performance

The chapter evaluate the performance of the Deep Neural Network (DNN) un-
der the condition that an adversary modifies the sensor data. DNN has been
widely used for traffic road-side traffic prediction [82]. In the given analysis,
multi-layer perceptron based DNN trained using backpropagation algorithm.
The given neural network uses the historical traffic from a group of sensors to
predict future traffic at a particular location. The network provides an accuracy
of 95% when clean data is used as an input to the neural network. The exper-
iment modifies the input to the DNN, during its operation, randomly, either
by a positive (additive attack) or negative (deductive attack) value. The anal-
ysis assume that the attack is not introduced during the training phase of the
network. The attack is injected while the neural network is used for the predic-
tion application. Experiments examine the error variation at the output node as

attack strength or percentage of values in the input vector is varied.

Figure 6.1 shows the performance of the DNN for the case when attack strength
is varied for different percentage of values in the input vector. Here, it should
be noted that the input vector contains the data coming from the loop detec-
tors (that may be under attack). As expected the prediction error increases for
the higher percentage of input vector values under attack and greater attack
strength. Figure 6.1a and 6.1b show that to cause significant variation in error
either attack strength has to be high or a large percentage of values in the input
vector have to be altered. For example, in Figure 6.1a if an adversary injects an
attack of strength 0.5 (normalized value) per input value then if 83.3% of values

in the input vector are changed the error goes above 10%. Otherwise, for the
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low percentage of input vector values under attack, the prediction error is in

the range of 5%.

Figure 6.2a and 6.2b present the scenario when the percentage of sensors under
attack are varied for different attack strength. The figure depicts that irrespec-
tive of attack strength, the error does not increase for less percentage of input
vector values under attack. However, for both the additive and deductive at-
tacks, as the number of sensors increases above a threshold point, the error sud-
denly starts increasing. Specifically, for additive attacks, at least 20% of input
vector values feeding input to the DNN need to be targeted. Similarly, for the
deductive attack, the number of input vector values targeted should be around

40%.

6.3 Observations and remarks

The analysis in this chapter reveals that the malicious anomalies can signifi-
cantly alter the performance of an application. An attack in correlated set of
sensors for a longer period of time may significantly affect the performance of
such applications. Thus, detetion of malicious anomalies is an important prob-
lem to prevent applications from making adverse decisions. In the next chapter,

the detection of such anomalies is discussed in more detail.
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Chapter 7

Malicious anomaly detection

The evolution of the smart city has led to the big data era where automatic de-
tection of anomalies is an important problem that need be investigated. Detect-
ing anomalies can be useful to any automated IoT-enabled applications as they
assist in making accurate optimal decisions. The system utilizes these anoma-
lies in making an intelligent decision based on surrounding environmental con-
ditions. For example, a sudden increase in traffic between two routers can be
detected as an anomaly by a Software-defined Network (SDN) controller, that
may reroute other important data traffic to some different nodes. Similarly, any
intrusion at a physical place is detected as an anomaly to trigger an alarm so
that the user can take a proactive action. Thus, IoT that encompasses the pres-
ence of sensors all around us can assist in accurate monitoring of environmental

data and based on that applications make automated decisions [60].

However, there is also a possibility that a malicious adversary can take con-
trol of the sensors, manipulating its data, thus giving rise to false anomalies.
This may have a long term impact on the side of the application provider [39].

Thus, although the anomalies due to variation in environmental conditions are
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useful to an application, the anomalies due to compromised sensors have ad-
verse effect on application performance. Therefore, finding anomalous values
in sample data due to such malicious manipulation is a significant problem in
the context of smart city. Although, there have been several works done on
finding anomalies due to external environmental conditions, a limited number
of research works consider the anomalies arising from malicious manipulation
of sample data. It is important to find such anomalies as once it is detected,
a proactive remedial measure can be taken without affecting system perfor-

mance.

This chapter attempts to determine the anomalies due to compromised sensor
data. Our approach is different from state-of-the-art as it does not rely on the
properties of sample data that is being under test. We employ data mining
on diverse heterogeneous time-series from different sources to find anomalies.
This helps us in detecting anomalies due to the malicious tampering of data.
Our approach is based on the idea that heterogeneous sample data are often
correlated. A variation in one dataset must be accompanied by corresponding
variation in the correlated one. For example, vehicular traffic at a certain loca-
tion and noise level at the same location are correlated to each other [85]. The
change is vehicular traffic must be accompanied by some change in noise level
at the same location. A variation in one of them but not in other must lead to

suspect the presence of a malicious manipulation.

Thus, in the given chapter, we build models to predict a certain time-series
data from another correlated set of time-series. The predicted value is used for
detecting malicious anomalies. The existing works in the literature have used

the statistical properties in the same dataset to detect the anomalies [31], [86],
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[43]. These methods are suitable for the anomaly detection due to abnormal
variation arising in environmental data. Our approach can efficiently capture

the anomalies due to malicious manipulation of the sensor data.

To solve the problem, we design a neural network inspired from the Ensemble
learning [87] and use it in conjunction with rule-based statistical analysis. Our
proposed neural network predicts a certain quantity using surrounding envi-
ronmental parameters. Since we are using surrounding parameters, any varia-
tion in those conditions are captured in predicted test parameter. Then, based
on the predicted values of the test parameter, we perform statistical analysis to
determine whether there is an anomaly. Thus, any anomaly due to malicious

data perturbation is captured.

7.1 Attack model, problem statement, and solution

motivation

In this section, we formally describe the attack model and problem statement.
Then, we proceed to discuss motivations of the given solution to detect the

malicious anomalies.

7.1.1 Attack model

Figure 7.1 shows the typical computation model in smart city where sensors
and devices transmit their data to the cloud or edge for processing. Normally,

the data is transferred through a multi-hop link. For example, in connected
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Figure 7.1: The model describing the attack surface

vehicle scenario, the information sensed by a vehicle is transmitted to other
nearby vehicles, then Road Side Units (RSUs), and then to the nearby edge
server. It is possible that an intermediate node manipulates the data so that it is

not equal to the value measured by a sensor.

Opt(s}) =y (7.1a)
si4+0=s (7.1b)
Opt(s; +90)=y+ A (7.1¢c)

The effect of such manipulation is described in equation 7.1. We consider sensor
s that measures certain quantity after every time-interval 7,. Sensor measures
some parameter si” at time i, where : € N and represents the i;, time-slot in
units of 7,. In equation 7.1a, an application makes a decision y, based on an
optimization algorithm Opt, on the value of the environmental parameter s;. If
an adversary manipulates the value of s} by quantity J, the new value becomes

s; (equation 7.1b). The optimization method, in the presence of such malicious
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data manipulation, will make a decision y + A instead of y. Thus, the expected

output of an application will be altered if such anomalies are present in the data.

7.1.2 Problem statement

In above attack scenario, the value of data used by an application is not equal to
the actual value measured by the sensor, due to manipulation in intermediate
nodes. The problem thus converges to determine if the ground truth sensor
value is equal to the value used by an application service. Thus, given the
value s;, used in an application, whether this is equal to s]. That is to determine

whether equation 7.2 holds true.

5; ~ S (7.2)

If the values are similar, the measured sensor value and the one used by ap-
plication service provider are similar. This leads that the data has not been
modified while it traverses from sensor to cloud. On the other hand, if there is

difference between two values, a malicious manipulation is there.

7.1.3 Solution motivation

Anomaly detection is one of the imperative problem in data science. To find if
the measured sensor data contains anomaly, researcher rely on statistical char-
acteristics and distribution in the sample. In anomaly detection problem, in

general, a distance-based technique is used where a point is compared with
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nearby or expected value. Then, based on the distance between two it is clas-
sified as an anomaly. However, such approach does not consider whether the
deviation from an expected value is due to variation in environmental condi-
tion or due to malicious data manipulation. It is possible that a certain value is
anomalous due to either surrounding conditions or malicious manipulation by

an adversary.

In order to address the above problem, in this chapter, we use heterogeneous
environmental parameters and attempt to estimate the sensor values s} using
surrounding environmental parameters. Our solution is motivated by the fact
that a certain test parameter and surrounding environmental conditions are
correlated. For example, environmental pollutant level at a certain location de-
pends upon vehicular traffic density at the same location [85]. A high vehicular
density region must have high pollutant level. Similarly, vehicular traffic and
noise pollutant are correlated [85]. Thus, one can be predicted from other and
thus can also be used for finding any malicious data manipulation. If environ-
mental conditions are constant but the test variable changes then it can be sus-
pected that there is a data manipulation. Hence, our solution uses data from dif-
ferent surrounding environmental sources, having varied measurement scale,
distribution, and densities, to predict the s} values. Based on the estimated
value, a statistical method is applied to determine if the anomalies exist in the
data. Since we use surrounding environmental conditions to predict a certain
test variable, any variation in environmental condition is reflected in the pre-
dicted quantity. Therefore, our method will predict the anomalies only due to

malicious data manipulation.
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7.1.4 Ensemble learning

The proposed method uses a neural network that is inspired from the ensem-
ble learning. Before describing our neural network architecture, the ensemble

learning is explained as follows.

Ensemble learning is a machine learning technique where multiple learners
are combined to solve a problem. In contrast to ordinary methods of Machine
learning, that trains a single model to get an optimal parameter, ensemble learn-
ing combines different models to get a better result. Thus, in ensemble learning
a set of hypothesis are trained and then combined to estimate the result [87].
The ensemble learning is efficient because it boosts the multiple weak learners
to get a strong learner for a better accuracy. The individual learner in Ensemble
learning method are called as the base learner. These learners are combined
either in sequential or parallel. To obtain the final prediction, either majority
voting or weighted averaging is used. For ensembles to produce a better pre-
diction, the base learners should be accurate and diverse in nature. Diversity
enables the ensemble learning to be more generalized in nature. The generaliza-
tion capability of the ensemble learning lies in the fact that given a training data,
it is often not possible to predict the best machine learning model for a given
problem. Therefore, combining multiple learners is a better choice. Also, the
search process of different algorithms vary. Thus, even if we know the best al-
gorithm to be used in a given situation, the search process may not provide op-
timal solution. Thus, to compensate this the different learners are combined to
get optimal performance. Hence, the ensemble learning is a powerful method

to ensure better generalization capability in a training process [88].
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The capability of the ensemble learning method is based on the diversity in dif-
ferent base learners. Therefore, its ability to correct the errors of some of the
members is based on the fact that different learners make different errors on
same set of inputs. Thus, the combination of these different learners reduces
the overall prediction error. Diversity can be introduced using different meth-
ods. For example, the training data can be partitioned and different learners are
trained using different datasets. The different learners may be developed using
different algorithms. Also, the model parameters can be different to introduce

diversity in base learners [87].

7.2 System architecture for malicious anomaly de-

tection

Figure 7.2 shows the proposed architecture to detect if the malicious anomalies
are present in the data. Input to the given architecture is data obtained from
surrounding conditions. Output provides whether a certain point of the test
variable is anomalous. For every input parameter, a ML model is developed
and trained to predict the test parameter. These models are called as the base

learners and are specific to certain input variable.

As shown in the figure, some input parameters are fed across all the ML Mod-
els. The base learners separately predict the value of the test parameter. Then,
in the next stage, the predicted value is compared with the actual measured
value of the test parameter. If the difference between predicted and test pa-

rameter value is greater than a certain threshold, the particular model classifies
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Figure 7.2: Malicious anomaly detector architecture

the point as anomalous. The results of thresholding process are combined to-
gether and counted. If more than a certain number of units classifies a point as

anomaly, the point is considered as maliciously tampered.

The data obtained from different sensors are heterogeneous in timescale and
measurement units. The next sections describes how the data from different
sensors are combined together to make prediction and then for anomaly detec-

tion.

7.2.1 Data preprocessing

We consider two types of environmental parameters. One set of parameter is
used to employ diversity in the machine learning. These parameters are fed

separately to different base learners. Such parameters are represented using
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variable P, wherel € {1,2,...L}. Here, | is a variable that represents a particular
base learner. The total number of base learners are represented by variable L.
The sensor measuring the P, values provide the measurement after every 7
unit of time. The values in set P, are given as {p},p..., }. Similarly, the other
group of parameters are represented by variable R,,, where m € {1,2,..., M }.
Parameters R,, are used as input to all the base learners. There are total number
of M such parameters. The values of set R,, are measured after 7,, time units

and are given as {r{,73, ....}.

The parameters in set 12, affects the values in F}, and thus the combined effect
of P, and R,, influences the test variable. For example, the set P, may contain
a particular vehicular related pollutant and set R,, wind speed data. In this
case, wind speed at a particular location affects the environmental pollutant
level. Since environmental pollutant at a certain location depends upon vehic-
ular traffic at that location, a reverse-engineering can be performed to predict

vehicular traffic (test variable) using environmental pollutant and wind speed.

The data obtained from the sensors may have missing values. These missing
sensor values are replaced using mean imputation technique. Since the differ-
ent sensors provide measurement in different time scale (7; and 7,,,), it is con-

verted to a common timescale scale 7.

The common timescale 7 is selected such that min(set(n), set(7,), 75) < 7 <

maz(set(m), set(ry,), 75). Here, 74 is the time period after which test parameter
. . Ti . .
provides measurement. The value 7 follows the constraint that the — is an inte-
T
gerV {set(n), set(7y), s} > 7and T isan integer V {set(7), set(7,,,), 7} < 7. The
p

(2
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processed data for parameters P, Iz,,, and test data S' in timescale 7 are repre-
sented either using equations 7.3 or 7.4 depending upon whether 7, 7,,,, 7, > 7

Or Tj, Tm, Ts < T respectively.

ph=37"pt (7.3a)
r = YT (7.3b)
si =377 s, (7.3c)
Py = Di = Piyrsn (7.4a)
rit = =, (7.4b)
S; = 8i =7 Sitr /7 (7.4c)

After time scaling, the values of parameters are normalized in the range be-

tween 0 — 1 using min-max method. Thus, for a particular parameter value
pt — min(P)

maz (P, — min(P))

is performed for parameters R,, and test sensor data S. Also, as parameters P,

pl, the normalized value is obtained as . The same operation
and R, represent different quantities, they are converted to a common distribu-
tion using equation 7.5, where std(F),) is the standard deviation of normalized

values in P,. The similar operation is performed for the values of R,,, and S.

- pi — mean(F))




138
7.2.2 Machine learning model

The transformed datasets P, and R,, are used for developing neural network
models to predict the test parameter S. During training phase, the known val-
ues of datasets P, R,,, and S are used to update model parameters. Here, as
explained in earlier section, it is considered that the parameters P, and R,,, col-
lectively affects the values of S. During test phase, P, and R,, are input to the
individual base learner to obtain the values of parameter S. Then, based on
the obtained predicted value, anomaly test is performed to determine whether

data is maliciously manipulated.

For neural network training and testing, first the input and output vectors are
determined. For this purpose, a parameter I" is considered. The I' depicts the
samples of time-series of each environmental parameter fed to the neural net-
work. We consider that I' is same for every environmental parameter. Thus, the
input vector for a model [ is obtained using equation 7.6. In the given equation,
symbol — is used to represent the consecutive values of a particular parameter

in the given range.

vy = {set(p) = piip_y) Uset(r; — rip_y)U
(7.6)
set(r? — 12 ). Uset(r} — M. )}

For the set of values z!, the known measured value of sensor s at time slot

i+T—1is st ;. The vector 2} and s;,r_; are used for training the base learner /.

Algorithm 10 describes the process of base learner selection. Algorithm takes
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Algorithm 10 Model selection

Input: set(zl), set(sl, _,)- Setof input and output values
U1, Us...0;- Set of base algorithm methods
Output: C, C,...C'- Base learners
1: forl < 1to L do
2 Obtain training data X" C set(z!) and V""" C set(sl,_,)
3:  Obtain test data X/*" C set(z}) and V,'*** C set(sl,_,) such that X" N
Xtest = NULL and Y7 O Y} = NULL

4:  fork < 1to K do
5: Find hypothesis hy, for ¢; on X/ and Y;/"*"
6: Find error rmse; = rmse(Y;'** hy(Xfe))
7: if rmse; < min(rmse;) then
8: Replace C; with 9,
9: end if
10:  end for
11: end for

training data and based on that provides the base learner models C; for different
values of [. To find (), we use various neural network algorithms represented

by variable ¥;, where j € {1,2,...J}.

The different neural network algorithms ¥J; chosen in this chapter are Multi-
layer Perceptrons ( MLP), Long-Short Term Neural Network (LSTM), Convolu-
tion Neural Network (CNN), and CNN combined with LSTM. The prime ob-
jective of the given method is given input, output, and 9J;, determine the neural
network model that minimizes Root Mean Square Error (RMSE) rmse, for the
base learner [. For every base learner, algorithm checks the model ¥/, and trains
it to find the optimal weights of the network. The algorithm searches for all the

values of ¥; and choses one that provides minimum RMSE error.

The obtained model () and its trained hypothesis function h; are used during
operating phase to detect the anomalies. During operating phase, input z! is fed

to a particular base learner to obtain the output #;(z!). The predicted output is
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used in subsequent stages to detect anomalies.

7.2.3 Thresholding

To determine whether the particular value is anomalous, we use the predicted
sensor value from different base learners. If the difference between predicted
value and the value used in optimization algorithm is greater than a threshold,
it is classified as an anomaly (equation 7.7). In equation 7.7, the /3 is a tunable
parameter and the ¢; determines the status of anomaly. If the value of ¢; is 1,
the corresponding point is classified as anomaly based on predicted output of

the base learner |.

er = (|si — hi(zh)| < B x th) (7.7)

7.2.4 Counter

Values ¢; are added to determine the anomalous sample values. For this pur-
pose, we use equation 7.8 to combine the output after the thresholding process.
We use parameter K, where 1 < K < L, for deciding if a point in the sample is
anomaly. A particular value is anomaly if the sum of ¢; values is greater than or
equal to K such that equation 7.8 evaluates to be true. The parameter K can be
tuned according to the application requirement. A low value of K signifies that
the anomaly detector is a strict and even a single predicted anomalous output,

after thresholding, classifies the point as anomaly. A high K value, close to L,
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classifies a value as anomaly if majority of outputs after thresholding predicts

the point as anomalous.

e1+ex..+e > K (7.8)

7.3 Evaluation results

In this section, we describe the experimental results to evaluate the perfor-
mance of the proposed method. We divide our result into two parts. First,
we discuss the prediction performance using different neural networks. Subse-
quently, we describe the performance of the anomaly detector. However, before
describing the results, we present the description of data and model parame-

ters.

7.3.1 Data

To verity the effectiveness of the given model, we use the environmental pollu-
tants from California. Pollutants considered are Carbon Monoxide (CO), Car-
bon dioxide (CO,), Black Carbon (BC), PM25HR, and Nitric Oxides (NOX). We
also chose temperature and wind speed as input to the neural network. Differ-
ent base learner are fed with different pollutant. Temperature and wind speed
data are provided as input to all the base learners. The test parameter is the
vehicular traffic at the same location. We predict the vehicular traffic at a point
using various base learners that use above parameters as input and then based

on that decide whether the measured value is anomalous. The environmental
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pollutants, weather, and temperature data is collected from California Air Re-
source Board [76]. The data is obtained for a location near San Jose, California.
The traffic data is collected at a nearby freeway point from the Performance
Measurement System (PeMs) [56]. Both the datasets are collected for the period

of one month.

7.3.2 Base learner parameters

This section describes the parameters used to train the neural networks.

The different neural network-based base learners ¥J; are used and compared
to find the optimal base learner. Specifically, our approach used Multilayer
Perceptrons ( MLP), Long-Short Term Neural Network (LSTM), Convolution
Neural Network (CNN), and a hybrid of LSTM and CNN model.

First, we chose the parameter I' for selecting cardinality of the input vector. A
low value of I will result in lower accuracy as less amount of information is
used in input. High I" value makes the training process computation intensive
as the size of inputs are large. Therefore, we balance between very low and
high value to chose I' as 16. Thus, the cardinality of the input vectors is 16 x 3
because three parameters, environment pollutant, wind speed, and tempera-
ture are input to a base learner. We kept the cardinality of the input vectors

consistent throughout different algorithms.

The number of epochs to train the neural network are chosen as 1500. The learn-
ing rate is initially set to the value 0.001. While training the models, we observe

the mean absolute error, if it does not decrease for 50 consecutive epochs then
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the learning rate is reduce by the factor of half. The minimum possible learn-
ing rate is considered to be 0.0001. Another important parameter is batch size.
Rather than training individual input vectors, the weights are updated accord-
ing to average error obtained in a batch of input vectors. Feeding the data in
batches also decreases the run time as the hardware is optimally utilized. There-
tfore, we kept the batch size of 256. The above parameters are kept consistent for
different v;. We describe below the model parameters specific to the different

neural networks.

MLP

For MLP neural network, we chose four hidden layers. The number of units in
different layers are chosen as 48, 72, 48, 32, 16, and 1. Thus, we gradually de-
crease the number of units in hidden layers from 72 to 1. We tried with different
activation functions and found that relu activation is providing minimum rmse;
value, and thus it is used as neuron activation for input and hidden layers. Lin-
ear activation is used for output neuron. In hidden layers, we use a dropout of
40% to avoid the model bias. The network is trained using adam optimization

method.

LSTM

LSTM has layered architecture. We add 5 LSTM layers followed by a single
neuron for dense unit. The number of LSTM units are chosen as 128 in the in-
put layer and 50 in the intermediate layers. The activation function for LSTM

units is selected as softmax. For output neuron, a linear activation function is
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used. In every layer, a dropout of 40% is chosen. For LSTM training, adam opti-

mization was found to be suitable due to low training time and better accuracy.

CNN

CNN is another popular neural network that is used for predictive analytics.
Since we have single dimensional input vectors, the 1D convolution is per-
formed using CNN. First we chose two convolution layer and then a max-
pooling layer. In these layers, filter size of 64 and kernel size of 3 is used. Sub-
sequently, two more convolution and a global-average pooling layer is added.
Here, filter size and kernel size are selected as 128 and 3 respectively. We em-
ploy relu activation in hidden layers. For dense layer, we used softmaxz acti-
vation function. The dropout of 50% is used after global-average pooling layer.

For CNN training, rmsprop optimizer is used.

CNN_LSTM

The hybrid of CNN and LSTM contains a CNN network followed by a LSTM
network. The CNN network is similar to one in the above subsection. After
that, we add two LSTM layers with 50 units in each layer. The activation func-
tion in LSTM units is chosen as sigmoid. The dropout between CNN and LSTM
is 50%, while between two LSTM layers is 20%. A single output neuron hav-
ing sigmoid activation is added after LSTM network. The combined network is

trained using rmsprop optimization.
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7.3.3 Evaluation metrics

We evaluate the prediction and anomaly detection results using different met-
rics. The prediction performance is evaluated for different base learners using
mean square error M .SE; and mean average error M AE; as described in equa-

tions 7.9, where y; is the actual sensor value at time-slot i.

MSE, = = N ' (7.9a)
) 0 _

MAE, = EZ’h’(f\? uil (7.9b)

(7.9¢)

The performance of anomaly detector is evaluated using Precision, Recall, and
F-Measure values. Precision P is the ratio of ground truth anomalies and total
number of detected anomalies and is given in equation 7.10. The ground truth
anomalies that are detected are represented using true positive tp value. The

anomalies that are not detected by given method are called as false positives

Ip.
t
p=_2
tp+ fp

(7.10)

The recall value R ais given as in equation 7.11. It is determined as the ratio
of true positive and the sum of true positive and false negatives fn. The false
negatives are the correct sample values but are detected as anomalies. The pre-
cision and recall values are combined to get the F-measure values as given in
equation 7.12. Here, to calculate F-measure, both precision and recall are given

equal weights. The general form of F-measure is given in equation 7.13, where



’ ML model \ MAE \ MSE ‘
MLP 0.13 | 0.03
LSTM 0.22 | 0.07
CNN 0.17 | 0.04
CNN_LSTM | 0.15 | 0.04

Table 7.1: Mean Average and Mean Squared error for CO as input

variable
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if 3 > 1, the more weight is given to recall but if 3 < 1 it is inclined towards

precision.

F= (148 % (

7.3.4 Prediction results

P xR
52 x P+ R

), wheref >0

(7.11)

(7.12)

(7.13)

We compared the prediction performance of different neural networks. The

prediction results for MLP, LSTM, CNN, and CNN_LSTM for different pollu-

tants are depicted in tables 7.1-7.5.

The tables show that the average error for different neural networks is between

13% to 22%. The mean squared error is between 3% to 7%. For different cases,

we find that the LSTM network performs poorly. Also, the LSTM neural net-

work is computationally inefficient as compared to the MLP or CNN. Hence,
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’ ML model \ MAE \ MSE ‘

MLP 0.13 | 0.03
LSTM 022 | 0.07
CNN 0.17 | 0.05
CNN_LSTM | 0.16 | 0.04

Table 7.2: Mean Average and Mean Squared error for BC as input
variable

| ML model | MAE | MSE |

MLP 0.12 | 0.03
LSTM 022 | 0.07
CNN 0.15 |0.03
CNN_LSTM | 0.15 | 0.04

Table 7.3: Mean Average and Mean Squared error for NO2 as in-
put variable

LSTM is not a feasible solution, being inaccurate as well as computationally
inefficient. The CNN and CNN_LSTM show comparable performance for dif-
tferent pollutants. For example, when CO and BC are used as the input, the
difference in error is around 2% and 1% respectively. For other pollutants, the
MAE is same for CNN and CNN_LSTM. However, CNN_LSTM has LSTM lay-
ers and thus it is computationally inefficient as compared to the CNN only net-
work. Thus, among two the preference is given to the CNN. Furthermore, the
MLP and CNN also has somewhat comparable performance. The maximum
difference between the MAE is 3%. The computational complexity of MLP is
also somewhat lower than the CNN. Thus, for the give dataset we prefer MLP

for base learners as for every pollutant it provides the minimum error.
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’ ML model \ MAE \ MSE ‘

MLP 0.13 | 0.03
LSTM 022 | 0.07
CNN 0.16 | 0.04
CNN_LSTM | 0.16 | 0.04

Table 7.4: Mean Average and Mean Squared error for NOX as in-
put variable

| ML model | MAE | MSE |

MLP 0.14 | 0.03
LSTM 022 | 0.07
CNN 0.16 | 0.04
CNN_LSTM | 0.16 | 0.04

Table 7.5: Mean Average and Mean Squared error for PM25HR as
input variable

7.3.5 Anomaly detection

This section describes the anomaly detection results. For the analysis purpose,
we inject malicious anomalies in the data. The injected anomalies are propor-
tional to the mean standard deviation in the training data. The anomalies are
introduced in the test data. We analyze the performance as the anomaly mag-

nitude, parameter 3, and parameter K are varied.

Analysis as magnitude is varied

Table 7.6 shows the metric values as the anomaly magnitude is varied. The
values of § and K are set as 3. As the table depicts, the precision values are

between 99% and 100%. That is the anomalies are efficiently detected using the
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given method for various anomaly strengths. The recall is around 76% for the
different strength of the anomalies. Thus, we see that for the given case the
proposed method accurately detects the anomalies but the recall is lower. If we
compare the F-measure then it is around 86%, that shows the method performs

decently.

| | Precision | Recall | F-measure |

mean_std_dev_0.5 0.99 0.76 0.86
mean_std_dev_1 0.99 0.76 0.86
mean_std_dev_1.5 1.0 0.76 0.86
mean_std_dev_2.0 1.0 0.76 0.86
mean_std_dev_2.5 1.0 0.76 0.86
mean_std_dev_3 1.0 0.76 0.86
mean_std_dev_3.5 1.0 0.76 0.86
mean_std_dev_4 1.0 0.76 0.86
mean_std_dev_4.5 1.0 0.76 0.86
mean_std_dev_5 1.0 0.76 0.86

Table 7.6: Performance measurement as anomaly magnitude is
varied

Analysis as parameter [ is varied

Table 7.7 shows the metric values for different values of 3. The magnitude of
anomalies is set as 1.5 times the mean of the standard deviation and the K
is set to 3. The table shows that as the 3 is increased the precision decreases
while recall increases. The highest values of precision and recall are both 100%.
However, if precision is 100%, the recall has minimum value of 56%. On the
other hand, if recall is 100%, the precision is at its lowest level 59%. Thus, one

comes at the cost of the other. From the table, it can be said that when the
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value of 3 is 5, the optimal performance is obtained with the highest value of

F-measure.

|| Precision | Recall | F-measure |

1 1.0 0.56 0.72
2 1.0 0.64 0.78
3 1.0 0.76 0.86
4 0.98 0.83 0.9
5 0.95 0.88 0.91
6 0.84 0.94 0.89
7 0.77 0.97 0.86
8 0.71 0.99 0.83
9 0.66 1.0 0.8
10 0.59 1.0 0.74

Table 7.7: Performance measurement as parameter 3 is varied

Analysis as parameter K is varied

Table 7.8 presents the performance metrics as the parameter K is varied. The
anomaly strength is chosen as 1.5 times the standard deviation value and the
value of j is set as 5. The table depicts that as K increases, the precision de-
creases. The recall increases on increasing K. The increase in recall value is
significant and it has lowest value 77% when the value of K is 1 and increases
to 94% when the value of K is 5. The F-measure values also increases on increas-
ing K. The minimum value of F-measure is 86% when K is 1. The F-measure
value increases to 93% when K is set to 5. Thus, we can conclude that the in-
creases of K has significant effect on the accuracy of the model as both the recall

and F-measure increases.



| Precision | Recall | F-measure |

1 0.97 0.77 0.86
2 0.96 0.85 0.9

3 0.95 0.88 0.91
4 0.94 0.91 0.92
5 0.93 0.94 0.93

Table 7.8: Performance measurement as parameter K is varied

beta =4

beta =5
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Figure 7.3: Metrics variation as percentage of anomalies vary

Analysis as percentage of anomalies vary

Figure 7.3 shows the variation in metric values as the number of anomalies
vary. We analyze when data has very less number of anomalies scattered over
a certain duration. These points are on the left portion of the horizontal axis in
the graph. We also analyze when there is larger penetration of anomalies in a
certain duration. Thus, in the right portion of the graphs anomalies are present

almost throughout the time-series. As we can see from the figure, for point
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anomalies, the recall values are lower. As the number of anomalies increase,

the metric values increases mainly because our method has high precision.

7.4 QObservations and remarks

This chapter has presented the importance of malicious anomaly detection in
sensor data. The chapter portrayed an attack model where adversary can ma-
nipulate the sensor data to cause unwanted decision making by an application
service. To detect such anomalies, we provided a neural network architecture
that first predicts the test variable and then finds anomaly using a statistical test.
The proposed model uses different neural network for different environmental
variables. One of the limitations of the given model is that the prediction error
is high. The model can be improved using better machine learning algorithms

and using spatial-temporal information to predict test parameter.
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Chapter 8

Conclusions and future research

direction

The availability of sensor data in smart city can be potentially used for the de-
velopment of many applications and services. In this thesis, application ser-
vices for Plug-in Electric Vehicle Charging in smart city are presented and de-
scribed in detail. The thesis described the various constraints like electricity
requirement and longer charging time related to PEV charging. The thesis has
presented a rectangle placement based algorithm to schedule the PEV for charg-
ing in parking places. For en route PEVs, set-cardinality based optimization al-
gorithm is presented to reduce average time a PEV spends waiting and charg-
ing at a station. Our algorithms have better performance as compared to the

traditional methods of PEV Charging.

Another smart-city problem, related to the efficient use of sensor data in various
applications, that we considered is on anomaly detection. The effective detec-

tion of anomalies in smart city is important as it helps in making application
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services take proactive decisions. The thesis has presented an anomaly detec-
tion model that is not only accurate but also scalable and can be used for large
number of sensors. Further, we also analyzed the effect of malicious anomalies
for predictive analytics-based applications. Since, malicious anomalies signifi-
cantly affect the performance of applications, in an adverse manner, the thesis

presented a method to detect them.

Our parked PEV charging methods can further be improved by considering
dynamic arrival and departure of vehicles. For this purpose, machine learning-
based predictive analytics can be integrated to the given method. The predic-
tion mechanism may predict the number of PEVs arriving and departing at a
particular time. Based on that vehicles can be chosen for optimal charging to
minimize influence in the grid. The en route PEV charging can be further im-

proved by considering constraints related to the energy requirement.

This thesis has considered the optimization and anomaly detection problems
separately. However, in real-world application deployment, the two problems
need to be considered together. Thus, an application service should first an-
alyze the sensor data to detect real and malicious anomalies.The malicious
anomalies must be discarded. The real anomalies should be used in the op-
timization algorithm. Thus, any application service must be developed in such
a way to make decision based on anomalies. Our PEV charging applications

can thus further be improved by integrating the anomaly detector in it.
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