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Abstract

Industrial control systems (ICSs) have been extensively deployed in the

real world. Large ICSs, such as smart power grids, consist of the su-

pervisory control and data acquisition (SCADA) systems and the pro-

grammable logic controllers (PLCs). PLCs and SCADA exchange con-

trol signals and measurement data through a communication network.

As an ICS scales, the geographical span of the communication network

increases dramatically such that it is impossible to deploy a closed lo-

cal area network (LAN) to support the communication network, and the

communication network has to be connected to the Internet. However,

such connection introduces vulnerabilities to ICS because of the exposure

of the network to sophisticated adversaries, who may be capable of caus-

ing severe physical damage to ICS after extensive reconnaissance. One

intuitive defense idea is to disrupt the reconnaissance or to increase the

cost of such reconnaissance.

To achieve this, we propose physical function virtualization (PFV), in

which we introduce a certain amount of lightweight virtual nodes. The

virtual nodes are designed to follow the actual implementation of network

stacks, system invariants, and physical state variations: they work just

like real nodes from adversaries’ perspective.

In order to measure the effectiveness of the proposed defense mechanism,

we implemented PFV in a testbed based on software-defined networking



ii

(SDN). We implemented ONOS network operating system, and use this

testbed to measure the performance of the proposed defense mechanism.

The experimental results show that PFV can accurately follow the be-

havior of real nodes with negligible overhead. The author of this thesis

has contributed in the building of the testbed from scratch, the opera-

tion of the experiments and the analysis of experimental data. In the

present thesis, I will elaborate the implementation of the testbed as well

as related experiments.

Keywords: Industrial control system, power grid, defense of reconnais-

sance, software-defined networking, SDN-enabled testbed.
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Chapter 1

Introduction

Experienced adversaries adopt reconnaissance before activating the attack to indus-

trial control system (ICS) such as smart power grids [1]. The reconnaissance enables

the adversaries to acquire in-depth knowledge of the system's structure and physi-

cal processes, whereby they can design sophisticated attacks that cause disastrous

physical damages while not raising alarms [2], [3]. The analysis [4], [5] on the famous

Ukraine power grid cyberattack in 2015 suggests that \the strongest capability of the

attackers was not in their choice of tools or in their expertise, but in their capability

to perform long-term reconnaissance operations required to learn the environment

and execute a highly synchronized, multistage, multisite attack". Reconnaissance

allows adversaries to design attack strategies that are more e�ective and thus can

cause more severe physical damages.

The most widely used detection mechanisms are intrusion detection systems

(IDSs), which passively monitor a network for malicious activity or policy viola-

tions. The limit of IDS is that it takes e�ect after malicious activities are performed.

In contrast, if there is a way to disrupt reconnaissance before an adversary activates

his attack, such preemptive method should be much more desirable. One reason is

that this reconnaissance disruption prevents adversaries from learning the knowledge
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of the system, so the adversaries will have no idea what the structure of the targeted

system is. The other possibility is that if we can use some strategy to mislead the

adversary to obtain an incorrect knowledge of the system, the attacks based on such

knowledge could be completely ine�ective.

One such reconnaissance-disruption defense widely used is the moving target de-

fense (MTD) technique. MTD and similar techniques rely on simulation and mimick-

ing of system behaviors. The mimicking nature of these techniques make it easy for

the adversaries to detect, not only because it is di�cult to follow the complete system

speci�cation [6], but also because even if they can follow the protocol speci�cation

they are generally based on a static speci�cation [7], [8], [9], which is remarkably dif-

ferent from the realistic implementation of a real system. Moreover, these techniques

for ICS do not model physical processes and system behaviors, which is another

reason why they are easily detected [10].

Figure 1.1: Idea of PFV: to use SDN to interact with adversaries on behalf of virtual
nodes based on interactions of real physical devices.

.

We propose physical function virtualization (PFV) to overcome the defects of

the techniques based on mimicking and simulations. The idea of PFV is to build

lightweight virtual nodes, and make these virtual nodes act as real physical devices

in power grid: They follow the actual implementation of network stacks, physical

state variations, and system invariants. PFV is built on software-de�ned networking
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(SDN) as a network control application to generate network 
ows of virtual nodes

based on the knowledge of how real nodes are interacting with the system (see Figure

1.1).

PFV has the following advantages compared to traditional IDSs. First, IDSs,

especially anomaly-based ones, rely on a correct system model to identify anoma-

lies. They assume that there are no compromises during the building of the system

models. However, these assumptions are not only unrealistic, but also dangerous in

practice [11]. In comparison, PFV considers a strong threat model where adversaries

have already compromised the power grids' network and the complicated SCADA or

substation con�gurations require no trust.

Second, only PFV has the mechanism to disrupt the reconnaissance, while IDSs

just passively monitor. We can make the virtual nodes in PFV to follow the behaviors

of real nodes at a �ne-grained level. This strategy makes it highly computationally

infeasible for the adversaries to tell di�erence between virtual nodes and real ones,

and thus the reconnaissance e�orts of adversaries are remarkably increased.

To clarify, the proposed PFV serves as a complementary service, rather than

a substitution to the existing IDSs. We do not claim that the virtual nodes built

by PFT can perfectly follow every aspect of the real ones because the real nodes

may be vendor-speci�c and even have proprietary speci�cations. However, PFV

can potentially extend future IDSs to �ght against practical and realistic threats.

Meanwhile, PFV can help to reduce the high false detection rates that are reported

in anomaly-based IDSs [11].

The performance of PFV is important due to two reasons. First, signi�cant

performance overhead is not desired in security mechanisms. Second, performance

overhead can help adversaries to distinguish virtual nodes from real ones.

To convincingly measure the performance, especially the performance overhead,
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we build a testbed from scratch. The testbed is built mainly by �ve HP ProCurve

3500yl switches and seven HP ProLiant DL3600 servers. They are used to simulate

edge switches and end nodes (real or virtual), respectively. SDN is adopted to enable

communication as well as to functionalize PFV, and the performance is evaluated.

The implementation details are presented in Chapter 3, evaluations and discussions

presented in Chapter 4.
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Chapter 2

Background

In this chapter, we present background information on every aspect related to our

project.

2.1 Power Grid

Power grids, also known as electrical grids or electric grids, are one type of the indus-

trial control systems (ICSs). In a power grid,generatorsproduce electric power to

supply the demands ofcustomer loadsover a wide range of geographical area. The

electric power are transmitted viahigh voltage transmission lines, and these trans-

mission lines form a complex topology, called a transmission network. In addition,

electrical substationsare used for stepping electrical voltage up for transmission, or

down for distribution.

Figure 2.1 illustrates an example of a power grid. The circle symbols represent

generators, and the arrows denote load units. The blue lines are used to illustrate

the transmission lines, and the buses represent substations. In each bus and each

transmission line, we have physical measurement data to record the physical states

of the system. The data include voltage, current, power consumption, and power
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generation.

Figure 2.1: An illustration of a power grid.
.

To maintain the stability of a power grid, a central control authority is usually

designated to facilitate communication and develop protocols. Modern power grids

use two-way communications: the control center sends control signals to the compo-

nents of the power grid, and the buses and transmission lines respond with current

measurement data. The communications are within a hierarchical communication

network, shown in Figure 2.2.

Figure 2.2: Hierarchical structure of the communication of the network of a power
grid.

.

In Figure 2.2, a control center uses an IP-based control network to retrieve data

from substation devices periodically via a wide area network (WAN), a process known

as data acquisition. Based on the data acquired, the control center usesstate estima-

tion to determine the physical state of power grids, and send control signals whenever
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necessary. The substations consist of some remote terminal units (RTUs) that are

used to forward the aforementioned two-way communications.

RTUs are higher level intelligent electronic devices (IEDs). In their downstream

communications, they connect with several end devices via edge switches. The end

devices, or end nodes, are located at the end of a communication path. They connect

to sensors or circuit breakers through hardwired connections in their own downstream

communications.

Edge switches are located at the �rst or the last hop of a communication, and

they are used to connect the control center and end devices.

2.2 Threat Model and Design Objective

2.2.1 Assumptions on Adversaries' Capability

In our threat model, the adversaries are assumed to be able to penetrate the control

network and obtain limited knowledge of network con�gurations and physical data.

We assume that the adversaries can compromise any computing devices that are

connected to the control network, but they are not capable of obtaining the whole

knowledge of the power grid based on the data they collect from the compromised

devices under their control. Our assumptions here are di�erent from those in previous

IDS designs [12], [13], [14], where the trust of SCADA systems and end devices in

substations are required.

Our assumption of the adversaries' capability means that we are facing a more

serious threat in comparison to the external adversaries who attempt to learn the

structure of power grids through the publicly available data at a coarse-grained level.

For instance, the external adversaries can only know the basic connection of sub-

stations through satellite pictures, but they cannot obtain the detailed information
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such as the connections between physical devices and the measurement values of the

devices. In our case, the adversaries are assumed much more sophisticated in the

sense that they can have a much simpler graph required to design e�ective attacks

[15]. In other words, these \insider" adversaries are able to perform reconnaissance

at a level of �ner granularity, an ability that can only be obtained through internal

control networks. [4], [5].

2.2.2 PFV's Objective

The \ targeted attacks" to ICS (including power grid) [16], [17] have been appearing

more frequently in real utilities [3], [4], [5] and becoming a critical and devastating

threat, while reconnaissance is a prerequisite step in this type of attacks. In-depth

knowledge of the target systems obtained from reconnaissance enables the adversaries

to stealthily deliver malicious attacks.

The objective of PFV is to disrupt the reconnaissance of the adversaries by mis-

leading them to obtain an incorrect knowledge of the system, so that their attacks

after reconnaissance become ine�ective. To achieve this, we introduce virtual nodes

to mislead the adversaries and an example is shown in Figure 2.3. Comparing with

Figure 2.1, two additional virtual buses are added to the system to mislead the

adversaries.

Figure 2.3: Power grid under PFV, two virtual buses are used to mislead adversaries.
.
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Figure 2.4: Components and trusted computing base (TCB) of PFV.
.

In addition, we only add the components of PFV in the trusted computing base

(TCB), which includes lightweight SDN controller applications, network switches to

which the SDN controller is attached, a few real physical devices (real nodes), and the

communication channels between them (see Figure 2.4). We build our virtual nodes

based on those real nodes. The communication channels, e.g., those connecting SDN

applications and real nodes, are assumed to be protected by SSL/TLS to prevent

adversaries' eavesdropping, and these assumptions are typical in other studies on

attacking targeting SDN [18], [19]. Compromising SDN controllers or edge switches

requires adversaries to invoke or inject certain network events, which is out of the

scope of our assumptions of the adversaries' capability. Meanwhile, SDN and edge

switches in PFV are only used to forward network tra�c on behalf of the virtual

nodes, and we can ensure the assumptions made in the threat model by monitoring

SDN controllers for anomalous events from/to it [20].

2.3 PFV Components

The design of PFV is presented in Figure 2.4, in which we can see the PFV's com-

ponents. In this section, we elaborate on each part of the components.
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2.3.1 Template of Virtual Nodes

The templates contain basic con�gurations of the target control networks. Possible

template information includes the network stack information such as IP addresses

that can be assigned to virtual nodes, and the speci�cation of application-layer pro-

tocols that are used to deliver measurement data and/or control operations. Con�g-

urations stored in the templates are not speci�c to the context of a power grid.

2.3.2 Pro�les of Seed Device

We select some of the real end nodes as seed devices and pro�le three aspects of each.

� The actual implementation of network stackcan be vendor-speci�c so that

di�erent devices may have di�erent protocol speci�cations. For example, the

speci�cation of DNP3 protocol used in power grids has 37 function codes [21],

while the SEL 751A relay implements only 14 of them [22].

� System invariants refer to the characteristics that can be used to identify or

�ngerprint real devices. One example is the latency of executing control com-

mands [10].

� Physical state variationsusually fall in a predictable range for a speci�c power

system. For example, voltage magnitudes vary within the range of� 5% around

the nominal value [23].

The device pro�le includes a range of variations for a certain property observed

at runtime (e.g., command execution time) and the probability distribution over that

range. We only need to select one seed device to represent each vendor or model,

based on which we pro�le the runtime behavior. The device pro�le makes network


ows from virtual nodes follow the probabilistic behavior of real devices, rather than

replicating the same pattern.
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2.3.3 Packet Hooking

This component uses SDN's programmable nature to hook network packets from

seed devices. It tailors these packets based on the information from device pro�les

and virtual node templates, and uses the resultant packets as the network 
ows from

virtual nodes.

Sophisticated packet hooking requires aprotocol parserto extract packets' header

information, a tra�c regulator to redirect packets to a real device if their destination

are virtual nodes, and aprotocol encoderto tailor the network packets in order to

follow the system invariants and physical state variations. However, in our implemen-

tation, we can choose the following approaches to reduce implementation complexity

and runtime overhead. The �rst approach is to take advantage of edge switches: the

typical latency between edge switch and controller is less than 2 milliseconds, (tested

in our experiments and speci�ed in IEC 61850 [24]) and it is within the range of the

system invariant of seed devices. Also, the number of switches in the communica-

tion used can be reduced. In our implementation in Chapter 3, we only include the

edge switches in the TCB. The second approach is to cache interactions with seed

devices. Because communications in power grids experience little variation and are

repetitive in nature, we can cache requests and the corresponding responses. This

approach helps us reduce the frequency of the interaction with real nodes. In our

implementation in Chapter 3, we assume that we have cached su�cient information

in advance, such that there is no need for the SDN controller to interact with the

real nodes during the entire experiment procedure.
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2.4 PFV on False Data Injection Attacks

In this section, we use false data injection attacks (FDIAs) [25] as an example to show

why the virtual nodes can make the attack after reconnaissance ine�ective. FDIA

has a well-established theoretical model that can help us to formally prove PFV's

e�ectiveness.

2.4.1 Background in State Estimation

Power grids use a complicated mathematical model to correlate data collected from

substations to estimate the physical state of the system. For example, in the DC

power 
ow analysis model, the state variables are related to the sensor measurements

by

z = H x + e; (2.1)

where z = [ z1; z2; � � � ; zq]T is a column vector representingq measurements ([�]T

means the transpose of a vector or a matrix);x = [ x1; x2; � � � ; xp]T representsp

physical states orp phasor angles at all buses;e = [ e1; e2; � � � ; eq]T is the collection of

q measurement errors, andH 2 Rq� p is a measurement matrix related to the topology

of the transmission network. Many sensor measurements can be used to represent the

physical state of a power grid, such as voltages, currents, and power consumption.

Not all measurement data can be readily measured, e.g., measuring electric currents

is expensive. For historical reasons, \sensor measurements" refer to data that can

be e�ciently measured by legacy sensors, such as active powers injected at each

substation or delivered by transmission lines. The corresponding \state variables"

refer to voltage angles at each substation, and their variations are sensitive to the

grid stability [23], [26]. The relation between the sensor measurements and the state

variables is referred to as \state estimation".
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To determine the measurement matrixH , we follow the derivation in [27]. The

entries ofH are determined by the topology of the transmission, the susceptance of

each transmission line (the susceptance is the imaginary part of admittance, which

is the complex counterpart of electrical conductance), and the placement of sensors.

We assume that a line sensor measures the active power 
ow of each transmission

line and a bus sensor measures the net active power injected into that bus. Suppose

that bus i and bus j are connected by a transmission line, then the dc power 
ow

through this line from bus i to bus j is B ij (x i � x j ), B ij being the susceptance of the

line of (i; j ). We can write this power 
ow ashij x, where

hij = [ 0 B ij 0 � B ij 0]:

(i -th entry) ( j -th entry)
(2.2)

In words, if a meter measures the 
ow through line (i; j ), the associated row ofH

is given by hij . A bus injection sensor measures the total power 
ow on all lines

incident to a particular node. Therefore, the row ofH associated with a meter on

bus i is given by

X

j connected to i

hij : (2.3)

If the measurement errore follows a normal distribution with zero mean, the

estimation of state variableŝx can be obtained through statistical criteria, e.g., the

weighted least-square criterion. By estimatinĝx , state estimation detects and re-

moves bad sensor measurements to ensure that the estimated state variable comes

\closer" to the actual state. To be speci�c, if an L2-norm of the data residual used by

state estimation exceeds a threshold, i.e.,kz � Hx̂ k2 > � , state estimation declares

the presence of bad data and raises an alert.
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2.4.2 The Attack

The adversaries' objective in FDIAs is to compromise measurementsz to confuse

the system to get a wrong estimated statêx a. This wrong estimated state could

be quite di�erent from the real value, i.e., x̂ a = x̂ + c, where c is non-negligible.

The adversaries rely on this discrepancy to cause damage, while they try to avoid

triggering alerts in state estimation [27], [25].

For the sake of their success, the adversaries �rst perform reconnaissance to ob-

tain the full knowledge of the system, i.e.,H . After that, the adversaries can inject

an attack vector into the original measurementz. With the knowledge ofH , the ad-

versaries can coina such that a = H c and determine the corresponding compromised

measurements asza = z + a. The L2-norm of the measurement residual becomes

kza � Hx̂ ak2 = kz + a � H (x̂ + c)k2 = kz � Hx̂ k2 ; (2.4)

a residual that is same as the one given by the original estimated value. As long as

the original estimated value does not raise alert, the compromised measurement does

not raise alert either.

2.4.3 PFV's Role

Since the adversaries count on measurement matrixH to determine the compromised

measurements, the virtual nodes we add help to build a new power grid with a

di�erent measurement matrix H 0. So the compromised measurements determined

based on the new measurement matrix would always raise alerts in state estimation.

When virtual nodes are added in a power system, the dimensions of state variable

x and sensor dataz increase correspondingly. We represent new state variable and

sensor data as the combination of the real data from the real nodes and the decoy data
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from the virtual nodes: x0 = [ xT xT
d ]T and z0 = [ zT zT

d ]T , where (�)d represents

decoy data. The construction of decoy data will be discussed in later sections.

Figure 2.5: PFV misleads FDIAs in a 3-bus power system.
.

The virtual nodes and the decoy data make the measurement matrix change from

H to H 0. Figure 2.5 shows an example of how PFV can mislead FIDAs in a 3-bus

power system. In this �gure, we mark the values of susceptance of each transmission

line. We add a virtual Bus 4 and a transmission line connected it to Bus 3. The

decoy data here isB34, the susceptance of the transmission line connecting Bus 3 and

4. We explicitly show in the �gure the entries of bothH and H 0 based on Equation

(2.2) and (2.3).

To better understand the relationship betweenH and H 0, we divide H into two

sub-matricesH1 and H2. The sub-matrix H2 corresponds to real physical components

that are a�ected by decoy data, whileH1 corresponds to real components that are
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not. In the example shown in Figure 2.5, because we connect virtual Bus 4 to real

Bus 3, H2 includes a single row associated with Bus 3.

Bus 4 and line (3, 4) changeH to H 0 as the following. Each row ofH 0 is con-

structed by appending an appropriate number of 0 at the end of each row inH1. This

is because physical components associated with rows inH1 are not a�ected by decoy

data xd. In H2, we �rst append two rows (i.e., rows 6 and 7 ofH 0) corresponding to

virtual Bus 4 and virtual transmission line (3, 4). Because of this virtual line, the

rows associated with Bus 3 and Bus 4 in matrixH 0
2 is changed according to Equation

(2.3). To explicitly see those changes, we further divideH 0
2 into four sub-matrices,

namelyH 0
21, H 0

22, H 0
23, and H 0

24 in Figure 2.5, such thatH 0
21 has the same dimensions

as H2.

2.4.4 Why FDIAs Become Ine�ective

If an adversary wants to perform FDIA with an attack objective c0, he needs to

determine an attack strategya0 according to the conditiona0 = H 0c0 based onH 0,

wherea0 = [ aT aT
d ]T and c0 = [ cT cT

d ]T . ad and cd are changes made onzd and xd

correspondingly.

When state estimation of a power grid receives compromised measurements, it

veri�es the integrity of measurements using the conditiona = H c, which is di�erent

from the one understood by the adversary (i.e.a0 = H 0c0). While the adversary

thinks that he has designed a successful attack, his attack will raise alert based on

real state estimation.

No doubt that there are possibilities that the adversary's attack can bypass the

alert. This happens whena = H c and a0 = H 0c0 hold simultaneously. To see this, we

explicitly expand the condition used by the adversary to determine the compromised
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measurements, like the following.

a0 = H c0 )
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23c + H 0

24cd:

(2.5)

Combining the above equation witha = H c, we can get the necessary conditions

for the adversary to bypass the alert:
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7
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2

6
4
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3

7
5 c

) H 0
21c + H 0

22cd = H2c:

(2.6)

Equation (2.6) is highly impossible, unless the adversaries change their attack

strategies to speci�cally aim at this condition. Even adversaries make it successful

to satisfy the condition, their new strategies can directly a�ect e�ectiveness and

stealthiness of the original attacks. As the power grids scale, dimensions of Equation

(2.6) also increase, making the condition di�cult to satisfy.

Another scenario in which Equation (2.6) can be achieved is when a power grid

fails to deploy su�cient sensors. For example, if there are no sensors deployed at the

physical component associated withH2 (e.g., Bus 3 whose sensor measurements are

a�ected), the matrices H2, H 0
21, H 0

22 become empty matrices. This is very unlikely

to happen, as modern power grids usually deploy many redundant sensors to ensure
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accurate state estimation [26].

2.4.5 Decoy Data Crafting

The decoy data are used to inH 0 to mislead the adversaries. On the other hand, the

decoy data have to follow the physical model of power grids to avoid suspicion from

adversaries. Figure 2.6 shows the algorithm how decoy data are crafted.

Figure 2.6: Algorithm for decoy data crafting.
.

Two key operations included in this algorithm are: (i) putting decoy and real

data into state estimation (lines 5 and 8), and (ii) using resultant errors to adjust

the value of decoy data while leaving the value of real data unchanged (line 7). The

idea of this algorithm is to iteratively use the resultant errors to adjust the values of

decoy data to make them physically valid. Due to the existence of virtual nodes, the

decoy data must be non-trivial to mislead the adversaries.



19

In the implementation of our testbed, we do not include the part of crafting of the

decoy data because our testbed mainly focuses on the performance overhead solely

from topological change of the communication network.

2.5 DefRec

In the last part of this chapter, we brie
y introduce DefRec (Def ense ofReconnaissance),

a defense mechanism built on top of PFV. DefRec is thoroughly discussed in our paper

[28]. The idea of DefRec comes from Dr. Hui Lin, the �rst author of our publica-

tion, and the testbed I build does not explicitly comprise this part, but I present the

general idea of DefRec in this section for the sake of completeness.

As a reminder, PFV leverages virtual nodes to mislead the adversaries to obtain

an incorrect knowledge of the entire system in order to make their attacks ine�ective.

Two problems remain. First, if the adversaries know that PFV is deployed, they may

try to distinguish real nodes from virtual ones. Second, the system needs to e�ectively

identify malicious attacks.

Two security policies are speci�ed and implemented by DefRec. First, DefRec

obfuscates communications by adding random interactions with virtual nodes, intro-

ducing signi�cant overhead for adversaries to identify real devices. Second, DefRec

mixes decoy data with real data to further mislead the adversaries. In addition to

these, DefRec can recon�gure itself (e.g., change IP addresses of the real and/or

virtual nodes) even if adversaries identify the virtual and real nodes.

Analysis and experiments of DefRec on the virtual network software mininet [29]

show that (1) DefRec can signi�cantly increase the reconnaissance e�orts to identify

real devices, e.g., 20% ratio of a number of virtual nodes to that of the real nodes

su�ces to delay adversaries for at least 100 years. (2) DefRec can craft decoy data to

further increase adversaries' reconnaissance on power grids' physical infrastructure,
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with less than 0.5% false negatives. (3) In addition to the overhead of PFV, DefRec

introduces less than 3% overhead on existing network communications and power

grid operations.

I will not go through the details of DefRec because it is not implemented in the

testbed. However, I would like to mention that DefRec is not the only extension of

PFV. In other words, PFV's functionality is not limited to DefRec, but can be used

in other security solutions.
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Chapter 3

Implementation Details

3.1 Hardware

Typical setups for SDN evaluations are presented in [30], and our implementation

of our testbed for the communication networks also follows this paradigm. The

hardware layout and critical individual parts that are related to our implementation

are shown in Figure 3.1.

End nodes in the communication network are simulated by seven HP ProLiant

DL3600 servers (highlighted in a red box in Figure 3.1 (a)). In order for each server

to simulate multiple end nodes, we extend each server by three set of PCI 4-port

Ethernet adapters [31], as shown in Figure 3.1 (b). In our evaluation, we can simulate

up to 7� 3� 4 = 84 nodes. If we need to simulate more end nodes, we can use USB-

to-Ethernet adapters (Figure 3.1 (c)). The speci�cation of a single USB-to-Ethernet

adapter can be one-to-one (one USB plug to one Ethernet port), one-to-multiple (one

USB plug to multiple Ethernet ports), and some vendors provide adapters having

both Ethernet ports and additional USB ports which can be used to connect USB-

to-Ethernet adapters in series. By using this type of adapter, a single server can

be used to simulate a su�ciently large number of end nodes, if we do not consider
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Figure 3.1: Pictures of hardware in our testbed used to simulate the communication
networks.

.

the performance degradation of the simulated nodes. In our project, the maximum

number of the simulated end nodes is 124, in which case no obvious performance

degradation is observed.

The edge switches in the communication networks are simulated by �ve HP

ProCurve 3500yl switches (Figure 3.1 (a) boxed in yellow). Each HP switch has

48 ports, 2 of which are reserved for SDN controller and management, and hence

we can utilize in total 230 ports. This number is su�cient for our experiments to

evaluate PFV. We have to carefully group those ports in the switches into a number

of virtual local area networks (VLANs), so that each VLAN can simulate an edge

switch.

Ethernet cables (Figure 3.1 (d)) are used to connect those Ethernet ports from

some servers to some switches, and between switches. Each end node must connect

to one edge switch, and all the switches form a connected acyclic graph, so we can

accurately estimate the number of Ethernet cables required for a given topology. For
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Case Power Grid Simulation Network (# of edge switches)
1 IEEE 24-bus Dataxchange (6)
2 IEEE 30-bus Abilene (11)
3 RTS96 73-bus Hurricane Electric (24)
4 IEEE 118-bus Chinanet (42)
5 Poland 406-bus Cesnet 2010-06 (52)
6 Poland 1153-bus Forthnet (62)

Table 3.1: Simulated power grid and corresponding topologies from TopologyZoo
dataset used in our project.

example, if the number of edge switches isne, and the number of end hosts isnh, then

ne� 1+ nh Ethernet cables are needed to connect switches and servers. Meanwhile, we

need additional Ethernet cables to connect switches to the host where the program

of SDN controller is running. In our lab we have prepared more than 150 Ethernet

cables, which su�ce for all experimental cases in the project.

In addition to these servers and switches, we also use another individual computer

with Ubuntu 18.04 OS to run SDN controller program, ONOS [32].

3.2 Network Topologies

Our PFV project adopts several topologies from TopologyZoo dataset [33]. The

topologies and the corresponding simulated power grid are listed in Table 3.1. The

topologies listed in this table are from realistic networks managed by di�erent Internet

Service Providers (ISPs), and we choose some topologies with increasing scale to

simulate di�erent power grids.

Figure 3.2 shows six di�erent network topologies from TopologyZoo, which are

downloaded fromhttp://www.topology-zoo.org/dataset.html . For the sake of

our implementation, we download the corresponding \.gml" �les on the same web

page, and use Python Imp module to parse them [34]. Python network analysis

software \NetworkX" is used to remove loops to make the network acyclic, as well as
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