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Abstract
by Md Abu Sayed

Naval agents, such as ships and boats, utilize a variety of sensors and defense sys-

tems to shield themselves and their allies from hostile agents. The range, �eld of

view, and dynamic pose of these systems determine their coverage. A heatmap pro-

vides a dynamic estimate of the safe and vulnerable areas surrounding the agent in a

pseudo-color image overlay form. This research presents a model that computes the

vulnerability heatmap based on the speci�c states of the agent's sensors and defenses.

It also proposes a Closest Point of Approach (CPA)-based predictive dynamic action

heatmap model to represent potential threat hotspots surrounding the agent visu-

ally. This model utilizes data like the velocity, location, CPA, the time to reach CPA

distance (TCPA), and relative bearing of the agent and other vessels to determine

whether any nearby vessels pose a threat to the agent. Based on the threat level from

each vessel in di�erent locations surrounding the agent, a predictive action heatmap is

generated. Finally, a combined heatmap called Threatmap is generated to represent

threats around the agent as a gradient from green to red, representing the safest to

most dangerous zone, indicating immediate action required. The proposed system is

then implemented in a Unity-based simulator to visualize the results in a real-time

environment with navy ships having exact sensors and defense systems.
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Chapter 1

Introduction

Maritime Domain Awareness associated with an e�ective understanding of the Naval

environment is crucial for a naval agent's security, and safety. To identify threats as

early as possible, the agent must consistently analyze the ever-changing naval world

to assess threat levels and intervene in illicit activities from a considerable distance

[1, 2]. It involves a comprehensive understanding of the maritime environment, which

is essential for the e�ective functioning of any naval agent. Adversarial intentions can

be overt and deceptive and performed by one agent or a group of multiple coordinated

agents against their own team [1]. These adversarial actions can pose signi�cant chal-

lenges to the security and safety of the naval agent's operations, further emphasizing

the importance of identifying and mitigating such threats early.

First, this research looks at the nature of overt and deceptive adversarial intentions

towards any naval surface vessel. In the case of individual or multiple vessels from a
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navy 
eet, it is unusual for an attack to be overt in a non-war situation. It is more

likely to be deceptive or subtle, such as posing as a �shing boat and in�ltrating a blind

spot of the vessel (Case 1). Also, the adversary can perform deceptive maneuvers as an

individual or a group to keep the vessel from its path to their own planned path (Case

2). For the �rst case, it is crucial to understand the vessel's robust zones, weak zones,

and blindspots from a sensory and defensive perspective. It has to have the capability

to know if other non-intended vessels are occupying or trying to occupy its weak zones

or blind spots. It also has to have the capability to defend itself if that happens.

Therefore, a vulnerability heatmap, generated from the vessel's sensors and defenses'

capability, can give its operator an idea of the strong zones to the most vulnerable

zones in an easily understood color-coded format. In the second case and some overt

scenarios, if the vessel can predict other vessels' illegal intentions based on continuous

observed movements, it can take action against the deceptive maneuvers. Numerous

state-of-the-art research papers tackle this problem with arti�cial intelligence and

learning models. Charlson et al. [1] propose a Hidden-Markov Model to address this

problem. This research takes a predictive action heatmap-based approach to address

the problem in Case 2. For the remainder of this thesis, we will recognize all ships of

own 
eet as blue ships and refer to all other ships or boats as red ships.
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1.1 Heatmaps

Heatmaps are a data visualization technique that employs color to communicate in-

formation rapidly in various �elds, including human-computer interaction, computer

vision, and deep learning. The color variation can be by hue or intensity. [3] Heatmaps

can be classi�ed into two main types: spatial and grid. A spatial heatmap represents

the magnitude of a spatial variable as color, typically superimposed on a map. This

technique can be applied to various types of data, such as demographic, criminologi-

cal, or ecological data. A grid heatmap represents the magnitude of a measurement

as color in a two-dimensional matrix, with each dimension corresponding to a cate-

gory of trait. This technique can be applied to diverse data types, such as customer

satisfaction, product performance, or �nancial data.

Heatmaps are a valuable data visualization tool because they use color to convey

information quickly. It makes it easy for people to understand the data and its

impact. However, since heatmaps rely heavily on color, it is essential to choose colors

that are accessible to everyone. This research employs red as a threat or weak zone

and green as a safe situation or a strong zone.

A vulnerability heatmap is a visual representation of a map of the vessel's vulnera-

bilities to attack. It is typically created by using data from a vessel's assets (sensors,

defenses), design, and operational pro�le to identify the areas of the ship that are

most susceptible to damage or compromise. First, some mathematical models are

proposed to emulate the e�ect of every sensor and defense's coverage at any location
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around the vessel. These functions use di�erent data, such as the distance and angle

between the location and the asset's directional axis. Then, for every coordinate in

the 2D grid, the coverage intensity of every asset is calculated. Finally, the coverage

from all assets is weighted averaged (valued 0 to 1) and color mapped as a gradient

of red to green, with absolute red being the minimum coverage value of 0 and abso-

lute green being the maximum coverage of 1. Figure 1.1 illustrates a simple concept

of an agent's vulnerability heatmap with its suit of sensors and defenses, having a

prede�ned range, �eld of view, and dynamic pose. However, it does not show the com-

bined impact of all assets. The heatmap can help vessel owners and operators identify

and prioritize security measures. One of those measures is deploying new assets to

strengthen coverage in a particular area and updating the vulnerability heatmap.

A CPA-based predictive action heatmap visualizes the areas around a vessel where a

potential attacker could come within the closest point of approach (CPA). The CPA is

the distance a red ship could approach the nearest position around the blue ship if the

current speed and course are unchanged. The predictive action heatmap is typically

created using data from the blue ship and red ships' location, speed, heading, CPA,

time to closest point of approach (TCPA), etc., in pairs to predict where an attacker

will most likely attempt an attack. It predicts a hotspot to the relative location of

each potential threat, a circle showing a gradient of red color according to the threat

level. The predictive action heatmap can help vessel owners and operators develop

security plans to mitigate the risk of attack.



5

Figure 1.1: The concept of a Heatmap generated from a ship's sensors and de-
fenses.

Finally, the research proposes a combination of vulnerability heatmap and predictive

action heatmap called Threatmap to provide a comprehensive view of the vessel's

security situation and enable proactive and reactive measures. The threatmap color-

skim is the same as the vulnerability heatmap, with the action heatmap reducing the

coverage in its projected location. Figure 1.2 depicts an instance of threatmap for

a USS Arleigh Burke (DDG-51) Navy Ship with three pilot vessels moving around

its environment. It uni�ed both heatmaps in a comprehensive and easily understood
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Figure 1.2: A combination of vulnerability heatmap and CPA action heatmap of
a DDG51 US Navy Ship; with three pilot vessels around its environment.

visual aid security system for the naval agents. The proposed system has the following

advantages:

ˆ It can model speci�c states of an agent's sensors and defenses.

ˆ It can compute a vulnerability heatmap for the agent.

ˆ It can predict potential hotspots around the agent.

ˆ It is implemented in a Unity-based simulator, which allows for real-time visu-

alization of the results.

1.2 Overview

Chapter 2 reviews the existing literature on using heatmaps in various �elds, such

as human-computer interaction, computer vision, and serious games. It also reviews
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the literature on the use of CPA information in threat detection, collision avoidance,

path planning, and path prediction for autonomous agents.

Chapter 3 de�nes and develops the Vulnerability Heatmap. It describes the method

for generating a vulnerability heatmap for a ship, which represents the areas most

susceptible to damage or compromise. It also discusses the mathematical models

behind the heatmap, such as exponential decay, piece-wise decay, radar exponential,

and inverse normalized functions. It provides an example of a vulnerability heatmap

for the USS Arleigh Burke (DDG-51) and explains how it can be used to assess and

manage vesselsecurity risks.

Chapter 4 de�nes and develops the CPA-Based Predictive Action Heatmap. It de-

scribes the method for generating a CPA-based predictive action heatmap for a ship,

which visualizes the areas around the vesselwhere a potential attacker could come. It

also discusses the motivation and goals of the heatmap, such as improving collision

avoidance and threat detection. It provides an example of a CPA-based predictive

action heatmap for a vesseland explains how it can be used to develop security plans

to mitigate the risk of attack.

Chapter 5 discusses the bene�ts of combining vulnerability heatmaps and CPA action

heatmaps into a Threatmap, such as providing a comprehensive view of the ship's

security situation and enabling proactive and reactive measures. It also describes how

these tools are developed and integrated into a Unity-based simulator. It also dis-

cusses how the unity shader-based solution to build a heatmap is more advantageous
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or disadvantageous in some cases than a simple 2D grid-based solution.

In Chapter 6, The paper summarizes the key points of the paper and provides rec-

ommendations for future research, such as extending the heatmaps to other types of

assets, incorporating intent recognition models with CPA-based solutions, and eval-

uating the e�ectiveness of the heatmaps in real-world scenarios.
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Chapter 2

Literature Review

One part of the related works of this research can be categorized into using heatmaps

in various �elds such as human-computer interaction [4], serious games, and computer

vision �elds. Another part is the research works that use CPA information in various

autonomous agents' security, path planning, path prediction, or collision avoidance.

2.1 Heatmaps

Amresh et al. [5] propose using heat maps to compare novice and expert unmanned

aerial systems (UAS) users in a simulated environment. The author developed heat

maps of time-varying texture maps that show the users' areas of attention and be-

havior based on their camera position, angle, zoom, and eye gaze. To study the

performance of UAS sensor operators, researchers developed a simulation in a 60
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Figure 2.1: Heatmap generated from Gaze tracker and world gaze data for experts
(right) and novices (left); [5]

square kilometer area near Baghdad, Iraq. The simulation users had to identify and

tag suspicious behaviors of people and vehicles on the ground. The simulation was

tested with four expert sensor operators from the Air Force and 25 novice aviation

students. The researchers collected various heat maps and scores from each user's

session.

Each heat map is stored as a 32-bit 
oating point raster image, updated every time

a frame is rendered. The value at each pixel in the heat map corresponds to the time
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that pixel is visible. Only the pixels within the user's gaze are updated if an eye-

tracker is used. To visualize the heat map, a pseudo-color image is generated from the

recorded data, and the scene can be redrawn using this image as a texture. They found

signi�cant di�erences between experts and novices regarding their surveillance habits,

zoom levels, eye gaze patterns (depicted in Figure 2.1), and behavioral interpretation.

The authors concluded that heat maps can provide useful feedback and guidance for

improving the training process and performance of UAS sensor operators.

Heatmaps are also a powerful tool for understanding the inner workings of deep neural

networks, particularly for computer vision tasks. Heatmaps are a popular technique

in explainable AI (XAI), and there is a growing body of research on generating high-

quality heatmaps and developing new heatmap generation techniques. [3] In a paper

titled \Towards Self-Explainability of Deep Neural Networks with Heatmap Caption-

ing and Large-Language Models," the authors proposed a framework that uses two

modules to generate human-readable explanations for model predictions. The con-

text modeling module uses a template-based image captioning approach to create

text-based contextual information from the heatmap and input data. The reasoning

module leverages a large language model (ChatGPT) to provide explanations incorpo-

rating specialized knowledge. [3] They observe the generated captions as informative

while lacking diversity or redundant information.

In areas that are vulnerable to natural disasters such as hurricanes, the threat heatmap

is of immense value. The continuous surveillance of hurricane threats and persistent
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risk evaluation, coupled with adherence to basic principles, can substantially mitigate

the e�ects of hurricanes on vessels, whether at sea or in port.

2.2 CPA Based Predictive Action Heatmaps

Most research work in this section involves using CPA information for path plan-

ning, path prediction, or collision avoidance. Hilgert et al. [6] presents a CPA-based

standard risk model for assessing encounter situations on vessels according to the

International Regulations for Preventing Collisions at Sea (COLREGS 72). [7] A

standard risk model has been developed based on the actions speci�ed in the steering

and sailing rules of COLREGS. The model consists of four risk levels, and it uses

the parameters of closest point of approach (CPA), time to closest point of approach

(TCPA), and range (RNG) to compare with limit values for each risk level. The

model also de�nes the safe passing distance (CA), the critical range (RC), and the

maneuvering range (RM) for di�erent encounter situations and visibility conditions.

The paper provides examples and recommendations for navigators using automatic

radar plotting aids (ARPA) to apply the model in practice. The authors claim that

the model can help navigators make objective, consistent decisions and provide legal

security and performance criteria.

In this paper [8], the authors discuss the use of the closest approach (CPA) from the

ship's AIS system as a measure of collision risk in maritime transport. It presents a
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study that used data from a large ship collision database (AIS data o� Rotterdam

Port in Europe) to examine the relationship between CPA and collision risk. The

results of the study indicated that CPA was a signi�cant predictor of collision risk

and that it increased as the CPA decreased. Surprisingly, they found an inverse

relation between the ship's speed and CPA in their study.

In his thesis, Leavitt [9] proposes a method for collision avoidance that utilizes in-

tent information from other vessels, such as their planned direction or trajectory, to

relax certain COLREGS[7] constraints and increase safety and e�ciency. The thesis

also employs a multi-objective optimization approach to generate collision avoidance

maneuvers that balance various objectives, such as minimizing risk, adhering to way-

points, and complying with COLREGS. One of the methods used in the thesis to

assess the risk of collision is the CPA. The thesis de�nes the CPA as a function of the

relative position and velocity of the vessels and uses it to calculate the risk of collision

as a function of the vessel's heading and speed. The thesis also employs the CPA to

determine the applicable COLREGS rules for various scenarios, such as overtaking,

crossing, or head-on.
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Chapter 3

Vulnerability Heatmap

Every surface vessel of a naval 
eet has a suite of perceptual and defensive systems

to keep it aware of the maritime environment and safe from any intended or non-

intended harm. Regions inadequately monitored or covered by sensors and defenses

are inherently more susceptible to threats. These zones present a higher risk due

to their lower surveillance coverage or insu�ciency of protective measures, making

them potential targets for exploitation. Therefore, it is crucial to recognize these

vulnerable zones and their critical vulnerability level. A vulnerability heatmap is a

visual solution model for this problem that can assist the vessel's onboard operators.

Every navy vessel has a set of sensors and defenses (Figure 3.1) characterized by

its range, �eld of view, and dynamic pose. Most sensors and defenses in the ship's

system can be repositioned or reoriented. First, we must develop a realistic agent

model to build a heatmap for these dynamic assets. Then, the heatmap will combine
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Figure 3.1: An example of a ship's resources and its pose.

all models of the assets and visualize the assets' coverage based on the models in a

predetermined area around the ship.

3.1 Realistic Agent Model

A realistic model of a complex agent must characterize its sensor and defense resources

accurately to simulate its actual strength and behaviors. Mathematical modeling of

resource behavior is a challenging task that involves accurate data, realistic assump-

tions, appropriate model selection, and model validation. Data acquisition can be

complex for hard-to-measure or observe resources, and assumptions should be based

on data and expert knowledge. Di�erent models have advantages and disadvantages
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(a) Resource with uniform e�-
ciency

(b) Resource with varying e�-
ciency

Figure 3.2: Resource e�ciency at certain location X.

depending on the resource characteristics and the modeling objectives. Model valida-

tion is essential to ensure the accuracy and reliability of the model. Expert domain

knowledge is required for validation purposes. This research focuses on building a

framework for the e�ciency functions of resources, combining them into a heatmap,

and leaving room for adapting the system according to the adopters' requirements.

Let's formalize a blue's perceptual and defensive resources asRA i = SensorsA i [

DefensesA i ; resource pose at each time asPr = <p r ; (~vr )> ; and resource e�ciency

at particular location X as f r (Pr ; X ).

3.1.1 E�ciency function for resources

Modern defense systems employ diverse sensors, including radars and imaging infrared

sensors. These sensors o�er solutions to the defense ecosystem, including complex con-

trols, measurements, monitoring, and execution. However, it is crucial to understand
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that the e�ectiveness of these resources is highly dependent on their pose. The pose of

a resource encompasses its position and orientation. This could include its geograph-

ical location (latitude, longitude, and altitude) and its orientation (vector, ~vr ). The

pose of a resource is vital in defense systems because it directly impacts the resource's

�eld of view and, consequently, its ability to detect and track targets. For instance,

sensors used in missile defense systems must be strategically positioned and oriented

to detect and track missiles throughout their trajectory e�ectively. Therefore, the

pose plays a central in modeling the resources.

The e�ciency function of a resource at a speci�c location X denoted asf r (Pr ; X )

depends on the distance (d) from the resource's center, the angle formed with its

orientation vector (~vr )). A resource with uniform e�ciency covers the entirety of

its range in the same manner as shown in Figure 3.2a. However, resources display

varying e�ciency in perceptual or defensive coverage in practice. Thus, to model

a realistic agent, it is essential to incorporate accurate e�ciency functions that can

e�ectively mimic the behavior of its resources. This section proposes various e�ciency

functions for resources and applies them to di�erent resources of a USS Arleigh Burke

(DDG-51) ship.

Our proposed e�ciency functions can be either distance in
uence-based (f r (d)), head-

ing in
uence-based (f r (� )), or a combination of both (f r (d; � )). If a resource covers

360� , it adopts a distance-based e�ciency function,f r (d). A resource with conical or
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angular coverage adopts a combination of both types of functions,f r (d; � ). Integrat-

ing the e�ect of distance and angular distance also plays an important role. We can

computer a weighted average of both e�ects (3.1).

f r (Pr ; X ) = wd � f r (d) + w� � f (� ) (3.1)

where,wd + w� = 1

3.1.1.1 Heading in
uence

As discussed in the previous section, the resource's pose is vital to its coverage e�-

ciency. For instance, most guns in a ship cover a conical region being mounted on a

turret, even though it can cover only a single point at a time. Another example is

a camera mounted on the ship with a �eld of view (FOV) of 75� covering the whole

region simultaneously while e�ciency decreases over distance. So, it is impossible to

model these resources with the same e�ciency function. In DDG51, the guns cover

a region with a �xed degree of coverage, while the visual sensor covers 360� . This

section proposes an e�ciency function ((3.2)) based on the heading of the asset (~vr )

and the relative angle (� ) it creates with position X. Figure 3.3c visualizes the e�ect

of this e�ciency function combined with a distance-based e�ciency function.

f r (� ) = 1 �
j� j

� max
(3.2)
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(a) Grayscale (b) Color Gradient (c) Overlay

Figure 3.3: M61 Naval Gun modeled with the Exponential Decay function and
Heading-based E�ciency function, c = 0 :5; dmin = 0km; dmax = 13km; � max = 60 � .

where� max is the maximum angular coverage by the resource

3.1.1.2 Exponential Decay Function

Some resources have a large coverage area, but their reliability or accuracy decreases

signi�cantly beyond a certain point. We need an e�ciency function that can capture

this rapid decline to model this characteristic. The exponential decay function is suit-

able for this purpose, as shown in Figure 3.4. The graphs illustrate the exponential

decay function with varying c and constantdmin = 0:5km; dmax = 13km. According

to the resource's behavior, the higher the value ofc, the faster the coverage e�ciency

drops. Figure 3.3 visualizes the coverage of an M61 Naval Gun with the exponential

decay function (3.3) and heading e�ciency function (3.2) covering a maximum dis-

tance of 13 km and an angle of� 60� . To combine both e�ects and computef r (Pr ; X )

with equation (3.1), both of them take equal weight (wd = w� = 0:5).
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(a) c = 0 :1 (b) c = 0 :5

(c) c = 1 :0 (d) c = 2 :5

Figure 3.4: Graph of Exponential decay function with varying c and constant
dmin = 0 :5km; dmax = 13km

E�ect of distance from the asset to a certain location:

f r (d) =
1

ec(d� dmin )
; dmin � d � dmax (3.3)
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3.1.1.3 Piece-wise Decay Function

Modeling the behavior of any resource in a mathematical way is a signi�cant challenge

that requires accurate data and realistic assumptions. Figure 3.5 shows an example

of such a challenge, which depicts the relationship between the distance and the hit

percentage of a turret-mounted naval gun. The graph shows that the hit percentage

decreases in a piecewise manner as the distance increases, indicating that the gun has

di�erent levels of accuracy depending on the range. This characteristic data of the

gun was obtained from VR-Forces, a simulation software that provides information

on real-world military systems. To emulate this behavior in a mathematical model,

we use a piecewise decay function that captures the variation in the distance to the

coverage e�ciency function. Figure 3.6 visualizes the coverage of an MK45 Naval Gun

with the piecewise decay function (3.4) and heading e�ciency function (3.2) covering

a distance of 13 km and an angle of� 45� . To combine both e�ects and compute

f r (Pr ; X ) with equation (3.1), both of them take equal weight (wd = w� = 0:5).

f r (d) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

0:9 0 < d � 0:025d

0:7 0:025d < d � 0:045d

0:2 0:045d < d � 0:2d

0:05 d � dmax

(3.4)
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Figure 3.5: Gun hit-rate probabilities (VR-Forces); Frame of reference for Piec-
wise decay function.

(a) Coverage in grayscale, valued 0-
1

(b) Colored gradient of the
Heatmap

Figure 3.6: MK45 naval gun heatmap with the Piecewise decay function,dmin =
0km; dmax = 13km; � max = 45 � .



23

3.1.1.4 Radial Exponential Decay Function

Some resources have reliable and accurate coverage in sensing or defense. Some re-

sources like radar sense information reliably with more than 80% accuracy, even in

a 100+ km coverage area. Defense systems like long-distance missiles have more ac-

curacy at even higher distances. The Radial exponential decay function emulates

these kinds of resources. It can also provide long-distance coverage with higher ac-

curacy and then decrease e�ciency quickly. The graph 3.7 proves this concept with

a varying c and constant minimum-maximum distance. Like the exponential decay

function, the variable c also controls the coverage e�ciency here. According to this

idea, this function models the Radar, Sonar, Infrared Sonar, Homing Torpedo, and

Vertical missile systems with varyingc of 0.2, 0.8, 0.9, 0.5, and 0.5 in Figure 3.8, 3.9,

3.10, 3.11, and 3.12 respectively. As all of these resources have 360-degree coverage,

the equation (3.1) turns into f r (Pr ; X ) = f r (d). The model of the radial exponential

function is in equation (3.5).

f r (d) =
1

e
c:d

c: ( dmax � dmin )

; dmin � d � dmax (3.5)

3.1.1.5 Inverse Normalized Function

The inverse normalized function is a simple way to model a gradual decrease in e�-

ciency from the maximum at the minimum distance to the minimum at the maximum
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(a) c = 0 :2 (b) c = 0 :7

(c) c = 2 :0 (d) c = 4 :8

Figure 3.7: Graph of Radial Exponential decay function with varying c and
constant dmin = 3 :8km; dmax = 127km

distance. The function is de�ned by Equation (3.6), and its graph is shown in Figure

refinv-norm-graph. This function can approximate the behavior of a visual sensor

such as a camera, although it is not entirely accurate. Figure 3.14 shows how this

function models the visual sensor of DDG51.
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